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Layers of Security

Layer Description

Human & Social The science of Human Behavior and 

the propensity to commit crimes

Physical The geographic and physical 

proximity which allow crime and 

fraud to be perpetrated

Business 

Architecture

The flaws in business processes 

which allow for a vulnerability to be 

exploited

Cyber Personal 

Communications

The plethora of devices and networks 

which provide a potential vector for 

exploit

Application

Logic

The manner in which applications 

process and validate information 

which often leads to unintentional

vulnerabilities

Data Non-public personal and corporate 

financial information which can be 

leveraged for direct or indirect 

exploitation of customer finance

Attacks against financial institutions and our customers can originate from multiple levels with differing attack vectors
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Federal Regulation, International Standards, and Association Guidelines

Security Layer Corresponding Guidance

Human & Social
• Regulation H*

• Sarbanes–Oxley Act

Physical
• Regulation H*

• Payment Cards Industry Data Security Standards (PCI-DSS)

• ISO 27001

Business Architecture • ISO 27001

Cyber Personal 

Communications
• Federal Financial Institutions Examination Council (FFIEC)

Application Logic

• Gramm-Leach Bliley Act (GLBA)*

• Federal Financial Institutions Examination Council (FFIEC)

• Payment Cards Industry Data Security Standards (PCI-DSS)

• ISO 27001

Data

• Regulation P

• Gramm-Leach Bliley Act (GLBA)*

• Federal Financial Institutions Examination Council (FFIEC)

• Payment Cards Industry Data Security Standards (PCI-DSS)

• ISO 27001

* Board oversight required
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Security threats are continually evolving

Security Layer Traditional Risks Emerging Risks

Human & Social • Someone calling branch

pretending to be someone 

they are not

• Individuals signing up for “work 

from home” scams, but are really 

becoming “money mules”

Physical • ATM Skimming • ATM brute force attacks

Business Architecture • Employee Misconduct • Reconnaissance of Business 

Processes

Cyber Personal Communications

• Phishing E-mails

• Virus’ on PC’s

• Hacker Collectives

• Key Stroke Loggers

• Multi-faceted attacks targeted to 

confuse/distract the banks

• Proliferation of mobile devices 

provide new attack channels

Application Logic • Attacks against database 

vulnerabilities in 

applications

• Denial of Service attacks against 

platforms

Data • Credit Card Data used to 

conduct fraudulent 

transactions

• Personal identity information stolen 

and used to make fraudulent loans
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Drawing some relevant correlations
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Internet fraud is big business

• Heartland Payment Systems - 130 million cards 

• RBS WorldPay - $9 million in 12 hours from 2,100 
ATMs in 280 cities worldwide

• The Internet Crime Complaint Center 2011 annual 
report approximately 304,000 complaints relating to 
Internet fraud were filed in 2010.

• The risk to Critical National Infrastructure is real:
• “America's economic prosperity in the 21st century will 

depend on cyber security,” President Barack Obama 
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Trends: Internet Fraud Waves

1st Attack Wave: Internet Merchant Databases
Began: Mid 1990s.

Target: Attack Internet merchant payment databases.

Security: Inadequate merchant security with no security standards.

2nd Attack Wave: Magnetic-stripe Data
Began: Early 2000s – continuing.

Target: Attack stores of magnetic-stripe data.

Security: PCI initiated; stores of magnetic-stripe data eliminated.

Counter-offensive:   Attackers place own sniffers to collect magnetic-stripe data.

3rd Attack Wave: Consumer-entered Data
Began: Mid 2000s – evolving.

Target: PCs key-logged as consumers enter financial data.

Security: Countering Trojans targeting consumer PCs increasing difficult.

Problems: Expands beyond payment cards to engulf other financial industries.
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Cyber Threats directed at Financial Services Industry

Physical Security Fraud Prevention 
Information 

Security

Emerging cyber threats direct at the financial services industry create enterprise risks

Security is a Business Issue

• Effects Line of Business 

Profitability

• Failures Effect Customer 

Relationships

Rapidly Evolving Threats

• Hacker Collectives

• Business Process Knowledge

• Foreign Governments

• Global Coordination

Incident Response

• Internal Coordination

• Law Enforcement

• Industry Groups

• Vendor Partners
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Fraudsters Continue to Target Business

• Symantec indentified more than 90,000 unique versions 
of the Zeus/Zbot trojan crimeware in 2010 alone

• There were more than 25 million new strains of 
malware (crimeware) created in 2010

• From Q4 2009 to Q1 2010, the total number of infected 
PCs grew from 10,305,805 to 11,384,640. 

• Payments services continues to be most targeted sector 
by fraudsters in Q1, Q2 2009 and Q1, 2010

Sources: :    http://www.pcworld.com/article/186037/25_million_strains_of_malware_identified_in_2009.html

http://www.apwg.org/

http://www.symantec.com – April 2010 Internet Threat Report
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Crimeware infections by the numbers
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Crimeware infection - Spear phishing
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Fake Anti-Virus Scam
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Drive by download – BlackHat SEO 
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Cyber Attack Event

Physical Security Fraud Prevention 
Information 

Security

• During the 74 day period from August 20, 2011 until November 2, 2011, Bank A 

experienced 119 ($5.8MM) fraud attempts against Commercial customers as compared to 

58 ($1.5MM) fraud attempts in all of 2010 and 13 ($.88MM) fraud attempts in 2009.

• During the coordinated fraud effort to cover the underlying Wire fraud attempt,  Bank A 

experienced a Denial of Service attack consisting of > 46,000% increase in Internet traffic 

as compared to a typical business day. 
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“Crimeware Data Harvesting”

INFECTING
WEBSITES

INJECT
TROJANS

INFECTED
PCs (BOTs)

EXPORT
KEY LOGs

KEY-LOG
COLLECTORs

PARSE/SORT
KEY-LOGs

Bank Account Logons
(Logon, Security Questions)

$Management Logons
(Logon, Security Questions)

Payment Card Data
(Card #, CVV2, Expire Date)

Sorted by Bank Sorted by Business Sorted by Issuer
SORTED
KEY LOGs

WEBSITES

Anti-virus & Firewalls Fail  to Counter Crimeware
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How the Fraud Syndicate Works

Physical Security Fraud Prevention 
Information 

Security
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Recruiting “Money Mules”

Physical Security Fraud Prevention 
Information 

Security

“Innocent” recruits solicited via email

Economic conditions increase need

Even if caught – Rarely prosecuted
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Full-service money mule website 
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Wire Fraud Prevention Efforts

Physical Security Fraud Prevention 
Information 

Security

People

• Customer Education and Awareness

• Over 60 customer education events held in 2011

• Online reminders for customers

• Internal Employee Education and Awareness

• Annual Information Security Training

• Targeted Commercial and Retail Bank communications

• Increase in staffing to monitor and conduct validation of Wire Transfers

Processes

• Enhanced monitoring of Wire Transfers and ACH transactions

• Call back procedures for Wire Transfers and ACH transactions

• Escalation and Fraud Steering Committee Review

Technology

• Data Leak Prevention software implemented to enhance 

internal monitoring of appropriate data use

• Anti-Key Stroke Logger software implemented for

WebInfoPlu$
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http://youtu.be/0aUQLIPdtg8

iPad/iPhone
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Related Facts

• On average, every two 
minutes, M&T gains a 
new mobile user. 

• First Niagara and HSBC 
do NOT have mobile.

• 65% of our Mobile Web 
customers use an Apple 
device; only 4% use a 
Blackberry to access the 
service.

• 86% of our mobile 
transactions take place on 
Mobile Web or our App.  A 
year ago, we  had 
neither…

• Last fall, M&T’s app was a 
top five download on 
iTunes,  behind Wells 
Fargo.

More Customers Signing Up for Mobile*
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M&T has 236,579 Mobile Banking Users, which 

constitutes 35% of active Web Banking**

74,222 App 

Downloads

90,274 Mobile Text Users

172,657 Mobile Web Users
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Basel Category Risk Count

Damage to Physical Assets 2

Business Disruption and System Failures 20

Execution, Delivery and Process 
Management

58

Internal Fraud 27

External Fraud Count 7

Clients, Products and Business Practices 1

Physical Security Fraud Prevention 
Information 

Security

Based upon Industry-Standard Measures

FFIEC Examination Booklets

Control Objectives for IT (CoBIT)

Sarbanes-Oxley Section 404

IT Infrastructure Library (ITIL)

ISO 17799/27001

Payment Card Industry DSS
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Conclusion

• The current threat environment targets the personal computers, including customers and bank employees. 

• Customers infect their computers by opening emails or visiting non-M&T Bank web sites with malware that 

embeds itself onto the customer’s computers, unbeknownst to them (or the Bank). This malware can allow the 

criminals to assume the customer’s identity and make attempts to process transactions (“man in the middle 

attacks”). 

• While technical solutions have come to market, few appear to provide a single guaranteed solution. As such, 

financial institutions have implemented layered security practices to help thwart fraudulent transactions from 

these malware account takeovers. 

• Further adding to the challenge is that malware technologies continue to progress and adapt to changes in the 

marketplace at an astonishing speed.

• Organized crime is responsible for much of the cybercrime we encounter today. Organized crime breaks crime 

down into its component parts and outsources it to specialized technical teams. There are people who write the 

malware, people who deploy it, people who control and rent the botnets, people who receive goods bought with 

stolen credit cards, and people who do the money laundering.

• There are no silver bullets.  An active monitoring and  flexible incident response is fundamental to our defense.

“Virtually every authentication technique can be compromised…” 

– FFIEC Supplemental Guidance (2011)


