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Fiduciary Risk

P
erhaps it was during your last regulatory exam

that it became apparent your institution could do

more in the area of Fiduciary Risk Management.

Or maybe it was two exams ago and the regulators

are getting more insistent.  Was it that preventable large write-

off that got your management team or auditors using words like

“proactive”, “weak control environment”,  “new compliance

officer”, and “integrated risk management?”  Whatever the

reason you need more or better risk management, you likely sit

with little free time on your hands with the task of creating a

fiduciary risk management program that hits on all the

regulatory buzz words like:  risk identification, control,

monitoring, assessment, transparency, prioritizing risks,

reputation risk, financial risk, strategic risk1, role definition,

enterprise-wide…

Fiduciary risk is the risk of loss arising from 
the failure to discharge a higher level of duty
when acting for the benefit of another party 
as to matters that come within the scope 
of the relationship between them. 

2
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Management

In general, there are three broad categories of risks an institution may face:
1) Risks the institution is aware of and working on resolving:  

(low concern)
2) Risks the institution is aware of and not working on yet:  

(medium concern)
3) Risk the institution is not aware of and may find out via complaints, 

litigation, examiner findings and/or news media attention:  
(high concern)

Obviously you can never eliminate risk within an institution.  As attractive as
a “zero tolerance” environment might be, in reality the business side of the
institution has the challenging job of balancing the attraction of new business
and serving existing clients with all of their creative and often out-of-the-box
needs with controlling risk to a level that is  tolerable both to senior manage-
ment and the shareholders.   For management, having an idea of what the risk
dashboard reads can help it make proactive decisions as the institution travels
down the freeways of  the financial service delivery industry.  By looking at
existing risk levels versus the cost of resolution, many will find ways to mini-
mize and manage risks not previously considered.  Basically, an effective risk
management program needs to incorporate the strategy and direction estab-
lished by the Board of Directors, including the revenue projections and
desires, and balance these rewards against the challenges presented by the
various risks within the industry, some of which are unknown.

The benefits of having a sound risk management program are many, a few of
these benefits include:    

s Reduction in Total Fiduciary Risk
s Increased Awareness and Improved Reporting
s Risk Mitigation Savings
s Operating Savings
s Lower Costs of Capital
s Improved Controls
s Increased Shareholder Value

By Don Moore, Satish Pattegar, John Clark

1OTS Trust and Asset Management Handbook, July 2001, pp. 110.1 – 110.4
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But, other than pressure from your regulators, how do you
convince management of the need for a strong or
improved risk management program at your institution?
In reality, as an industry, total fiduciary losses (reported on
regulatory fiduciary call reports) as a percentage of rev-
enue are low. In fact, such losses have represented less
than 1% of total fiduciary income for the past eight years.
The term “losses” includes settlements, surcharges, and
other losses arising from errors, or malfeasance attributa-
ble to fiduciary errors. In many banks losses may be easi-
ly absorbed by strong holding companies or covered by
affiliates.  Attachment 1 provides some interesting data on
how the level of losses within the trust industry have been
reported over the years.  Since money talks to most man-
agement teams and the losses aren’t doing the talking for
us, what else will do the convincing?  The best tact is to
start making a list of what is keeping you and your legal,
audit, compliance or line business partners up at night.
Then interview a few front-line employees working in
operations or administration and get candid feedback on
how risky the processes really are.  The mid-level man-
agers could be informative. Senior management often
relies on that group when it comes to compliance or reg-
ulatory requirements such as monitoring employee bro-
kerage transactions, making sure court accountings get
done in time, keeping employees on schedule performing
investment or administrative account reviews, tracking
outside activities of employees such as offices or director-
ships held, checking for account debits and overdrafts,
following up on client complaints, and on and on.

Okay, so it is most evident that a well developed risk man-
agement program will be a hit with regulators.  It will
unearth hidden risks that most institutions do not even
know they have, right?  A strong risk management pro-
gram will also give your institution a competitive advan-
tage and, believe it or not, it will free up your managers to
do more things like meet with clients, generate more rev-
enue, recruit and manage stronger teams, and have time
to creatively seek out new and better ways to serve the
client, who should win the biggest of all.

You must remember, once you commit to having
an effective fiduciary risk management program, you are
never done.  You can always improve your risk manage-
ment program and the need to improve will be expected
by your regulators, your clients, and your management

team.  The bar is always getting raised but do not get dis-
couraged.  This article is intended to spark discussion and
help you either start building a risk management program
or improve upon the process that you already have in
place after agreeing on the risk tolerance level acceptable
to your regulator and management.  As you well know,
there is no “one-size fits all” solution for the perfect risk
management program.

Risk Management Responsibilities 
and Role Definition

Apart from the judgment of front-line employees per-
forming daily functions as the first line of defense against
significant risk issues, the risk management oversight
team is the primary “keeper of the watch” over risk issues.
How the risk management oversight team is structured
will play an important role in the effectiveness of the over-
all program.  Obviously, the structure of the risk manage-
ment oversight team must be efficient for the institution
and be embraced by the management team.  Otherwise,
there will be a tendency to bring risk issues through busi-
ness channels around risk management for the sake of
expediency.

At a high level, the risk management oversight team, led
by the Chief Risk Officer, might consist of the senior
manager of the trust/fiduciary division (Strategic Risk),
the chief fiduciary officer (Reputation Risk –
Administration), the chief investment officer (Reputation
Risk – Investments), the chief financial officer (Financial
Risk), the chief operations officer (Transaction/
Operational Risk), the chief compliance officer
(Compliance Risk), the chief legal officer (Legal Risk),
and the chief technology officer (Technology Risk).  Once
role clarity and accountability have been clearly assigned
and expectations of each risk owner have been estab-
lished, the coordination of these groups becomes impor-
tant.  There can be much overlap over these risk areas.

Role definition among groups with similar roles becomes
of paramount importance.  For example, the corporate
culture of your institution may not find it acceptable for
the institution’s senior risk manager to morph into other
areas such as audit, compliance or legal.  Likewise, it may
not be appropriate for the compliance department to
begin making business risk related decisions such as: dol-
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lar limits for transaction approvals, or the appropriateness
of accepting a particular type of business or client for rea-
sons other than regulatory limitations.  Many institutions
have developed coordination committees involving legal,
audit, risk management and compliance.  The goal is to
eliminate the duplication of efforts when fiduciary issues,
new products, or new processes are evaluated.  Even
more important is the need to eliminate gaps in coverage
of the business because it is misunderstood that another
group is covering a particular topic.  An example might be
where a significant regulatory finding arises because the
compliance department assumed the audit department
tested for the regulatory requirement during audits, the
audit department assumed compliance had it covered,
and the risk management and legal groups understood it
to be the responsibility of compliance.

Attachment 2 is a sample list of role definitions for your
consideration.  It demonstrates an approach to responsi-
bility for functions such as interpreting new and existing
regulations (legal); ensuring regulatory changes are prop-
erly communicated and knitted into the fabric of business
and operational processes (compliance); testing the insti-
tution’s control environment and risk management effec-
tiveness and reporting independently to senior manage-
ment (audit); and identifying, assessing, taking, and miti-
gating business and operational risks (risk management).

Risk Management Infrastructure

Although there is no “plug and play” risk management
department organization chart or hierarchy, there are
many elements of a strong risk management program that
should be considered.  Using the risk management tools
discussed herein, there are many ways those tools can be
brought to bear to address the needs of sophisticated
financial service providers.  This section discusses organ-
ization and staffing alternatives that have been employed
at various large institutions to give some understanding to
the reader of the practical application of risk management
theories and minimum requirements.

Committee Structures (use of Trust vs. Fiduciary)
A) Multi-Disciplinary Trust Risk Management 

Oversight Committee Structure. 

With this arrangement, the trust department (or trust
company) manages risks within a committee structure
with representation from all key risk management disci-
plines of the trust organization. Through the trust depart-
ment’s Trust Committee, a higher level Trust Committee
Risk Management Subcommittee is set up with support
from a management level Managers Trust Risk
Management Committee. A further discussion of these
committees follows.

Trust Committee Risk Management Subcommittee

The Trust Committee Risk Management Subcommittee
has overall responsibility for oversight of the institution’s
risk management program. The membership of this com-
mittee consists of Trust Committee members, the major-
ity of whom are not employees or officers of the institu-
tion. Representatives from the institution’s Trust
Compliance Team, Internal Audit Group, and Senior
Trust Risk Management officials also attend meetings of
this committee to present issues and/or concerns. This
committee reviews the minutes of the Managers Trust
Risk Management Committee (described hereinafter).
The minutes of the Trust Committee Risk Subcommittee
are ratified by the Trust Committee.

Managers Trust Risk Management Committee
(MTRM)

Because no single individual is capable of identifying,
monitoring, and controlling risks in all key risk categories,
a Managers Trust Risk Management Committee com-
posed of individuals possessing insight or expertise in
each area is necessary to advise Senior Management on
the overall day-to-day risk posture of the institution. The
MTRM is composed of management representatives with
specific expertise in one or more of the key risk disci-
plines, generally identified as follows:

Transaction (Operational) Risk – Trust Services 
Risk Manager 

Compliance/Regulatory Risk – Trust Compliance
Officer

Financial (Accounting) Risk – Trust Finance 
Officer
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Reputation Risk – Senior Trust Department 
Manager and Manager of Investments

Legal Risk – Senior Trust Attorney
Strategic Risk – Senior Trust Risk Management
New Business Risk – Sales Team Manager
Technology Risk – Senior Technology Officer

Each member may select an alternate member with the
requisite expertise to represent their risk area. While
other individuals may attend MTRM Committee meet-
ings periodically as requested, the named committee
members are the core of the committee and act as deci-
sion makers. While this committee structure brings rep-
resentation from all departments within the trust institu-
tion, it could be argued that the risk management over-
sight of specific departments is not a strong as the
Holding Company Trust Affiliate Fiduciary Oversight
Committees structure discussed in the next section.

The following are some things to think about when
designing a risk management structure similar to the
aforementioned. One should consider the role of trust
legal counsel and internal audit.  If trust counsel is a
member of a formal risk management committee of the
institution, it may make that legal officer uncomfortable
with being hands on and having their independent analy-

sis documented.  The internal auditors are not represent-
ed in the Alternative 1 framework.  It is important to
remember the importance of audit’s independent role,
which might be argued as being compromised if audit is a
member of a formal risk management committee.

B)  Holding Company Trust Affiliate Fiduciary 
Oversight Committees. 

This fiduciary risk management committee structure
embeds risk management committees in each depart-
mental area of the trust institution on a functional basis,
regardless of the legal entity where activity takes place.
The structure mandates input from individuals on the
front line of production and client interaction and
demonstrates a transparent flow of information from
such a level to senior management.  It is understood that
the eight key risk categories (Transaction [Operational],
Compliance/Regulatory, Financial [Accounting],
Reputation, Legal, Strategic, New Business, and
Technology) are factored into discussions at each com-
mittee within the infrastructure, regardless of the level.
Refer to the next page for a pictorial representation of
the Holding Company Trust Affiliate Fiduciary
Oversight Committee structure.

Holding Company
Trust Affiliate
Fiduciary Oversight
Committees

Bank Holding Company Trust Affilicate
Boards of Directors

Bank A
Bank B

Trust Company C

Trust Board

Commingled 
Funds

Commingled
Funds

Sub-Committee
(As Needed)

Investment
Policy

Investment
Related

Sub-Committee
(As Needed)

Personal Trust
Committee

Personal Trust
Management

Sub-Committee
(As Needed)

Securities Lending
Sub-Committee

(As Needed)

Corporate Trust
Committee

Corporate Trust
Sub-Committee

Securities
Lending

Sub-Committee
(As Needed)

Institutional &
Custody

Trust Operations
& Technology Mutual Fund

Services
Sub-Committee

(As Needed)
ITC

Sub-
Committee

(As Needed)
Trust

Operations &
Technology

Sub-
Committee

(As Needed)

Securities
Lending

Sub-
Committee

(As Needed)
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Full Time Risk Management Department
Organizations

To oversee risk management within the trust institution,
management may prefer a more centralized risk manage-
ment organization. Perhaps financial resource limitations
or the asset size of the trust
institution prevent more
departmental level risk
managers as discussed in
the next section. The
advantages of a more cen-
tralized risk management
team include the opportu-
nity to better control inter-
pretations of risk issues
based on a higher level of
organizational understand-
ing, more consistent guid-
ance and a better ability to
leverage precedent, more opportunities for the risk man-
agers to collaborate with short term notice on challenging
risk issues, a more simplified process for managing and
reporting up to senior trust management on hot topics and
ongoing issues, and finally the ability to have more uni-
versal coverage and back each other up when needed. On
the other side of the equation, more generalized central
risk management teams are often spread too thin with
expectations they can address detailed risk issues down to
specific transactions and client circumstances. The team
is limited in its ability to monitor risks within each depart-
ment, and the group is heavily reliant on managers and
others within each business unit to
keep the risk management generalist
team notified of risks going on day to
day. The Department Level Risk
Management Oversight Organization
below provides an alternative risk man-
agement department strategy.

As a trust institution matures, a risk
management team may require repre-
sentatives physically located with busi-
ness and department groups.  This
alternative gives the advantage of hav-
ing risk managers closer to the transac-
tion level when necessary; the risk

managers are more available for advice and guidance to
the appropriate manager; the risk manager benefits from
being able to specialize and understand the complexities
at a department level; the risk manager is able to give
more attention to key risk indicators and control reports as
they affect only their business group; having a risk man-

ager on site also takes the
burden off the department
managers who are then free
to manage teams, clients,
and meet senior manage-
ment expectations.  The
trade-off of this structure is
the various risk managers
may not as easily provide
consistent guidance and
advice when they are not
able to collaborate on issues
(silo effect); it is easy for
each risk manager to

become an advocate for his/her particular department
when disagreements and inconsistencies arise between
the various departments or criticisms arise from auditors
and examiners; such an organization may present chal-
lenges when reporting up to senior trust management on
issues and updates; and the senior trust risk manager may
not be able to provide coaching and performance related
feedback to each department risk manager because they
do not work as closely together.
The discussion on possible risk management structures
has been designed to provide stimulus for the develop-
ment of what works best at your particular trust institu-

Centralized Risk Management Department
Organization Chart

Risk Management Group

Chief Risk Management Officer

Senior Risk Manager (Generalist)

Risk Officer (Generalist)

Risk Management Group

Risk Officer
(Investment

Risk Officer
(Employee

Risk Officer
(Personal Trust

Risk Officer
(Personal Trust

Risk Officer
(Operations

Chief Risk Management Officer
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tion.  If the structure is not practical for your circum-
stances, what is most important is the flexibility to step
back and amend it in a way that minimizes risks, serves
the business needs most efficiently, integrates the best
with the other risk management departments within your
institution, and maximizes the value addition of the over-
all risk management process.

Minimum Risk Management Program
Standards

Regardless of what risk management infrastructure you
choose, you must cover the bare minimum standards for
an effective risk management program.  These minimum
standards can be found in the following regulatory exam-
ination manuals:
s Office of Comptroller’s Personal Fiduciary Services 

Handbook dated August 2002; Asset Management 
Handbook dated December 2000; Investment 
Management Services Handbook dated August 
2001; Collective Investment Funds Handbook
dated October 2005; Conflicts of Interest 
Handbook dated June 2000; Custody Service 
Handbook dated January 2002.

s FDIC Trust Examination Manual, Section 1 – 
Management, Part E. Risk Management, on-line 
version as of September 2007.

s Federal Reserve Commercial Bank Examination 
Manual, Section 4200, dated November 2002.    
Also various Policy Letters addressing risk 
management items, (i.e. SR 95-51; SR 96-10; and 
SR 99-7).

s Office of Thrift Supervision Trust and Asset 
Management Handbook, Section 110, dated July 
2001.

s Regulatory Issuances

Also, for your reference, Attachment 3 lists minimum
standards that should be incorporated into a trust fiduci-
ary risk management program.

Risk Identification

Account Review Process
The primary generator of fiduciary risk at a financial insti-
tution is the institution’s acceptance of client relation-
ships that by their governing document terms, court
precedent or regulatory pronouncement, are subject to a

higher standard than what is ordinarily commercially
applicable.  The account review and acceptance process
is critical to the success of the overall risk identification
and mitigation process.  Basically, a tremendous amount
of all risks can be mitigated by adherence to a strong
account acceptance process. 

New Product or Process Risk Assessments 
and Follow-Up Evaluation
Some institutions use a Risk Management Committee Initial
Approval Form (see Attachment 4 for a sample) to assess
the risks associated with new products and processes
before they are taken into full production.  In some cases,
final approval is given by an appropriate committee in
advance for each new product, system, strategic initiative,
changed or out-sourced process.  An individual represent-
ing the team developing the new initiative is usually
responsible for presenting the Risk Management
Committee Initial Approval Form to the appropriate com-
mittee and addressing questions and issues raised.  The
appropriate committee is responsible for validating
assigned ratings for each of the Risk Categories and the
overall risk rating.  The appropriate committee then
makes a decision to approve or disapprove the proposal,
with conditions if necessary.   

Once approved, after an appropriate amount of time, the
assigned/responsible committee should re-evaluate the
progress of the new product or process to determine if
unanticipated risks and issues are being adequately
addressed.  At this time, it is also appropriate to determine
if risks originally assigned at the initial approval need to be
adjusted upward or downward based on actual perform-
ance of the new product or process in a live environment.
To give the reader a starting point in the development of
post-implementation evaluation criteria, a sample 180-
Day Evaluation form is included in Attachment 5.

Basel Accord (BASEL II)

The new Basel Capital Accord (“the Accord”) added
Operational Risk to the previously established Credit and
Market risks.  The Accord has generated additional aware-
ness and discussion of operational risk. This Accord
establishes a framework for defining and establishing
operational risk capital, management responsibilities for
establishing an operational risk function, and correspon-
ding bank supervisory review criteria process.  While
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implementation of the Accord has been delayed, there is
an expectation from regulators that the industry and each
individual firm will continue to proactively address opera-
tional risk.  It is important to design, implement, and
manage an operational risk function that supports bank
management and regulatory requirements.

Following are the operational risk categories to consider as
you develop your operational risk compliance process:

s Internal Fraud (Theft and Fraud; Unauthorized 
Activity)

s External Fraud (Theft and Fraud; System Security)
s Employee Practices and Workplace Safety 

(Employee Relations; Safe Working Environment; 
Diversity and Discrimination)

s Clients, Products and Business Practices 
(Suitability, Disclosure and Fiduciary; Improper 
Business or Market Practice; Product Defects or 
Flaws; Selection, Sponsorship and Exposure; 
Advisory Activities)

s Damage to Physical Assets (Natural Disaster, 
Terrorism)

s Business Disruption and System Failures (Systems)
s Execution, Delivery and Process Management 

(Transaction Capture, Execution and maintenance;
Customer Account Management; Customer Intake
and Documentation; Monitoring and Reporting; 
Financial Counterparty Event; Vendor Event).

Vendor Oversight2

With a risk management infrastructure built to most effi-
ciently meet the needs of the trust institution, it is logical
that the vendor oversight program would feed into that
body to ensure all elements of vendor oversight are cap-
tured.  Trust regulators require an appropriate initial vet-
ting of vendors selected to service the trust institution and
an annual review of the vendor for ongoing appropriate-
ness.  Attachment 6 provides a sample of what a simple
annual vendor assessment document might look like.
One of the sample assessment documents would be pre-
pared for each vendor utilized by the trust institution.
When all vendors are assessed and compared side-by-
side, the strengths and weaknesses, if any, of each vendor
become apparent.  Obviously the questions on the sample

vendor assessment document are very high level, but sup-
porting work papers should be retained to provide backup
for each response provided.    
Depending on the size of the financial institution, many
of the oversight functions related to trust department ven-
dors may be performed independently by specific depart-
ments within the financial institution.  As an example, the
information privacy department may conduct annual on-
site visits of key vendors to ensure personal client data is
well protected.  There may be a treasury department
charged with monitoring the financial strength and stabil-
ity of correspondent banking institutions to provide an
added layer of credit risk.  A vendor procurement depart-
ment may be responsible for monitoring vendor contracts
for specific language required by regulations or internal
corporate policy and getting those contracts updated
when needed.  A technology sourcing department may be
in place to monitor the performance of technology related
vendors.  All of those functions performed independently
of one another could be summarized for a trust risk man-
agement committee on a document similar to the vendor
assessment form shown at Attachment 6.

Local Administrative Office 
Annual Risk Assessment Process
In larger trust institutions with more than one trust
branch or account administration office, it is often a best
practice to develop a scoring process to determine risk
across the spectrum of offices. Attachment 7 of this arti-
cle provides a sample of what a Local Administrative Office
Risk Assessment form might look like. Specific questions are
examined for each local administrative office for overall
comparative purposes. Issues such as write-off history,
client complaints, administrator account loads and the
complexity of accounts under administration, and previ-
ous audit or compliance exam results, to name a few, are
considered. Once data is collected and individual office
results are scored and double checked by an independent
third party, it justifies the increased allocation of fiduciary
risk and compliance resources to one or more particular
offices. Often internal audit departments will use such a
process to develop a risk-focused annual audit schedule.
In some cases, trust department senior management may
have a similar evaluation of the various administrative
locations and teams to help in the allocation of training,

2Office of Thrift Supervision, Thrift Bulletin 82a, dated September 1, 2004.  OCC Bulletin 2001-47, Third Party Relationships: Risk Management
Principles, dated November 1, 2001.
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procedural enhancement, and supervisory resources given
the challenges of maintaining standard, consistent fiduci-
ary practices across multiple geographical locations where
administrative staff may have differing fiduciary experi-
ence and understanding of the institution’s policies and
home office practices.

Model Validation 
The Office of the Comptroller of the Currency (“the
OCC”) issued Bulletin OCC 2000-16 on May 30, 2000,
to help financial institutions mitigate potential risks aris-
ing from reliance on computer-based financial models.
The Bulletin outlines key model validation principles and
the OCC’s expectations for a sound model validation
process.  Due to the increasing use of computer models in
banking to estimate risk exposure, analyze business strate-
gies and estimate fair values of financial instruments and
acquisitions, it is critical that fiduciary management
implement proactive risk mitigation techniques to reduce
the likelihood of erroneous model construction, input,
output, or incorrect interpretation of model results.  The
OCC recommends…”The best defense against such
‘Model Risk’ is the implementation of a sound model val-
idation framework that includes a robust validation policy
and appropriate independent review.”

Risk Identification Reports
Reports such as litigation issues, write-offs, complaints
and significant account issues offer a wealth of informa-
tion on the most sensitive risk issues the institution is fac-
ing.  Finding a way to track trends and make the data
more understandable at a high level is often challenging,
but could prove to be an excellent way to determine risk
within the institution.

Systemic Risk Analysis Reviews
Performed by the compliance department, internal audit
department or the risk management department, these
systemic risk analysis reviews often focus on individual
processes that may expose the institution to risk if not
enhanced or remedied.  The reviews are designed to
capture specific issues that are identifiable and can be
benchmarked against the eight categories of risk.  The
process is designed to facilitate management’s ability to

prioritize the allocation of resources to resolve or reduce
risk issues.  These reviews are prompted by requests from
senior  management, changes in the legal and regulatory
environment, findings from regulatory examinations, and
requests from the appropriate risk committee(s).

Risk Management Committee Member Reports on Key
Risk Issues
Given that each member of the institution’s risk manage-
ment committee is generally responsible for providing
expertise within a specific key risk category, those mem-
bers can report on hot topics in their groups.  Such topics
might include:  new industry or internal developments
pertaining to their particular risk discipline, process or
procedure weaknesses identified by their group, and other
events that have an effect on the overall risk posture of the
institution.  As new developments are presented, the
appropriate committee determines the best way to identi-
fy the inherent risks and, if necessary, develop the neces-
sary monitoring and control mechanisms.

Control Self-Assessment Program
The best people to provide information about risks within
specific processing teams or functional groups are the peo-
ple actually performing the daily work.  When an institu-
tion can develop a way to efficiently mine individuals for
the risks related to the jobs they perform, everyone wins.
Often groups are aware of re-work that must be performed
when work flows in from one or more other groups that,
when looked at from an overall process flow perspective,
may shine light on a significant risk that everyone is trying
to work around rather than address the root cause.
Although ideas on how to develop and implement a con-
trol self-assessment program along with questionnaires
that may be used to probe for risk issues are much too
broad to discuss in this article (but has been discussed in
presentations at FIRMA Conferences), its value as a risk
identification tool is worthy of strong consideration in an
effective risk management program. 

Key Risk Indicators
The list that follows on the next page of key risk indicators
is a sample list of what some institutions use to evaluate
risk in the fiduciary business.
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Assets Under Management and
Administration:
s Trend Analysis, what is the direction of

growth compared to that of the 
industry.
s Average Size of Accounts, what is the 

average size of the accounts being 
accepted and how does this compare 
to previous levels.
s Managed Assets compared to 

Administered Assets, what type of 
business is being accepted and what is
the demand.

Number of Accounts:
s Trend Analysis, type of accounts for 

the entire organization, region, and 
administrator.
s Breakdown of the entire portfolio to 

determine high, medium, and low risk 
account statistics.
s Comparison to industry and peer 

group.

New Accounts Opened:
s Growth Analysis by type of account for

the entire organization, region, and 
administrator.
s Type of incentive program, is it 

effective and managed.
s Review of the Account Acceptance 

Committee process.

New Asset Holdings:
s Comparison Analysis with the previous

period, what asset holdings have 
increased in both market value and 
numbers, as well as those that have 
decreased.
s Establish growth limits for assets 

considered to be of high-risk. Special 
attention to be given to those that 
exceed the established growth limits.

Asset Mix:
s On-going reviews to determine the 

asset mix is appropriate for the 
business goals and strategies set by 
senior management.
s Trend Analysis, determine if various 

asset classes have shown an increase 
above and beyond stated parameters.  
s Outline new assets classes that have 

been added.
s Industry and peer group comparison.

Trade Volume
s Trend of trade volume in various asset 

types compared with average levels in 
relation to staffing needs.
s Correlation of trade volumes to trade 

fails.

Trade Errors  
s Credits versus debits
s Pre-Settlement versus post-settlement
s Allocation of post-settlement trading 

gains to clients
s Factor into BASEL II loss tracking 

data base
s Root cause analysis

Complaints Received and Complaint
Settlements:
s Trend Analysis regarding complaints 

received.
s Review level of outstanding and unre

solved complaints.
s Determine percent of repeat 

complaints.
s Review process for addressing 

complaints.

Regulatory Violations and Concerns:
s Review previous regulatory 

examination reports to ensure that all 
outstanding issues have been 
addressed.  
s Review internal reports and pre-exami

nation reviews to ensure that all areas 
of concern have been addressed and 
are in the process of being controlled.
s Look for trends in repeat violations or 

regulatory concerns.
s Network with other professionals to 

determine the current “hot topics” 
regarding regulatory findings.
s Communicate with your regulator on a

frequent basis and inquire as to areas 
of concern.

Regulatory Fines and Sanctions:
s Determine what fines and sanctions 

have been accessed by regulatory 
agencies to the overall industry. This 
will assist in identifying areas of 
concern.
s Ascertain whether such concerns exist 

within your organization.
s Review the process for ensuring that 

all outstanding fines and sanctions 
against your organization are being 
properly addressed.

Revenues and Expenses
s Trend Analysis, review past history to 

determine if both the level of revenue 
and expense are appropriate. Review 
profit margins for various types of 
accounts to establish a benchmark.
s Reporting Requirements, does the 

Trust Committee and/or Board of 
Directors request reports to 
understand the percent of the portfolio
that is meeting profit margin 
requirements, or the percent of 
accounts that are on the approved fee 
schedule.

Operating Losses:
s Review regulatory reporting 

requirements to ensure that such 
losses are being properly and 
accurately reported.
s Trend Analysis, comparison to previous

time periods and that of the industry.  
Understand reasons for large changes.
s Determine process for recovering any 

losses and if the process has been 
instituted.

Profit Margins:
s Trend Analysis, organization-wide, and 

by region and administrator
s Compare to previous results and those 

of the industry and peer group.
s Establish parameters for high, medium,

and low concern, profit margins that 
have increased significantly could be 
cause for concern.  

Proprietary Product Sales:  
Consider the following
s Governance process compliant with 

OCC Bulletin 2004-20
s Timely and proper performance of 

suitability analyses
s Proper fee disclosures and marketing 

materials
s Timely detection and correction of 

conflict situations
s Bias elimination in incentive 

compensation plans

Litigation (Threatened, Settlements,
and Expenses):  
Recognizing the sensitive nature and need
for confidentiality, review potential, threat-
ened, and settled litigation to manage
recurring risk.  Litigation expenses and set-
tlements should be included in operational
loss (BASEL II) tracking tool.
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Own Company Stock/Securities: 
Establish a review and oversight process of:
s Conflict situations
s Fees disclosures and consents
s Concentration
s Suitability to Hold
s Sufficiency of Consent
s Proper Diversification
s Justification for Ongoing Retention

Overdrafts and Un-invested Cash:  
It is important to establish acceptable
reporting and escalation thresholds and:
s Perform Root Cause analyses
s Documentation for monitoring and 

escalation activities
s Accurate inclusion in Reg D and 

FDIC reports
s Overdraft Expense Management
s Daylight Overdraft exposure and 

management
s Client impact of cash management
s Agreements and disclosures
s Separation of duties

Delinquent Fee Report/Fee Receivables:  
Fee management is a key component of a
fiduciary organization’s profitability needs.
Ensure:
s Effective Tracking and Monitoring
s Proper controls for correcting errors
s Tracking of age and trends
s Separation of duties
s Charge-off policies
s Accuracy of fee billings

Revenue Sharing:  
s Identify sources
s Rate
s Adequacy of disclosures
s Conflict resolution
s Contracts
s Separation of duties
s Accurate accounting
s ERISA vs. Fiduciary Duties under 

Regulation 9

Training (or lack thereof):  
Review Business Line reports and finan-
cials for:
s Spent dollars
s Training content

Reconcilements:  
Review reconcilements for Cash and
Securities, centralized and decentralized.
s Trend of aged items
s Root Cause
s Completeness
s Separation of duties

s Timeliness of Reconcilements
s Exception resolution process
s Review details (gross not net)

13g – Affiliation:  
Review for impact of conflicts.  Ensure
proper monitoring and conflict resolution
for affiliations with:
s Form 13 G reported entities
s 5% Open End mutual fund holdings
s Reg Y reportable financial holdings list
s Underwritten or syndicated entities

Wire Reports – High Risk Countries:
Should be included in the overall AML
transaction review process.
s Accuracy of Primary and Secondary 

High Risk Country list
s Establish risk based approach
s Ensure accuracy of population
s Sufficiency of oversight and training
s Escalation process
s Regulatory agency reporting process

System Outage:  
Ensure proper tracking of system availabili-
ty and cost of down time.
s Ensure proper testing and monitoring 

of systems for continuity and 
resumption purposes
s Root cause analyses of system outage 

incidents
s Review Impact to Business Lines and 

Customers
s Establish Accountability
s Ensure proper language in vendor 

contracts
s Loss claim process
s Include in Basel operational loss 

tracking database

Back-Date and Reversal Reports:  
s Separation of duties
s How controlled
s Why used
s Disclosure impact
s Propriety of client accounting
s Fraud management

Sweep Fees  (ERISA governed vs. non-
ERISA governed accounts):  
Review for appropriateness by:
s Product line
s Agreements
s Discretionary vs. Non-Discretionary
s Disclosure and consent
s Proprietary and non-proprietary
s Affiliated and Unaffiliated products
s Error resolution process
s System coding and defaults

Unique Assets 
(fiduciary vs. non-fiduciary account issues.)
Review by type:
s Oil and Gas
s Notes and Mortgages
s Farms and Ranches
s Real Estate
s Personal Property
s Timber
s Other Minerals
s Closely Held
s Limited Partnerships
s Insurance contracts
s Miscellaneous

Ensure the following:
s System capability for tracking
s Pricing for customer statement vs. 

RC-T reporting
s Reg 9 reviews
s Tax reporting
s Conflict management
s Agent supervision
s Risk management 
s Insurance
s Fiduciary oversight
s Statutory requirements

Managed Accounts with No Portfolio
Manager Assigned:
s Portfolio Manager never assigned due 

to process break down
s Portfolio Manager left institution but 

has not been replaced
s Account being terminated but Portfolio

Manager was removed too early
s Client assets have been inappropriately

un-invested
s Account is improperly coded as 

managed – correct coding
s Account split and a Portfolio Manager 

was not assigned to one of the 
resulting accounts

Managed Accounts with No
Investment Objectives:
s Accounts split and no new investment 

objective was assigned to one or more 
of the resulting accounts
s New account is still in the process of 

documenting account objective based 
on account characteristics
s Client assets have been inappropriately

invested or un-invested
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Risk Control

Under the direction of the appropriate risk committee, the
control environment for all critical functions should be
periodically evaluated and updated as needed.  An appro-
priate committee within the organization should require
controls to be implemented by the appropriate level of
management.  Examples of such controls include manag-
er sign-offs and approvals, multi-tiered approval levels
(e.g., discretionary actions, monetary distributions, etc.),
management or committee approval requirements, dual
controls, indemnification from service providers, security
access restrictions, system security access levels, informa-
tion security restrictions, compliance approvals for certain
exception issues, and control reports, among others. 

Internal Policy & Procedures
Policies and Procedures are designed to control risk by
standardizing processes for all accounts processed by the
institution.  Policies clearly document and communicate
the institution’s parameters for the levels of risk the cor-
porate governance infrastructure is willing to assume
related to a product, process or administrative function.
Such parameters are obviously an essential element of any
risk control environment.  Therefore it is not only impor-
tant to have well defined parameters, but also to commu-
nicate these parameters to all affected parties and to
ensure that they are monitored and reported for non-com-
pliance.  

The institution must have a strong process to create new
policies when new products and processes warrant new
policies as well as maintain the relevance of on-going
policies.

Document Control Process
Developing and overseeing the use of the most current
forms and documents related to account opening, adminis-
tration, and termination of the institution’s accounts are
vital elements in controlling risks at the institution. It can
be challenging to publish forms to all employees in such a
way that they are weaved into the fabric of the institution.

Examples of Key Oversight Committees
Depending on the institution’s needs, a number of over-
sight committees may already be in place serving signifi-
cant risk control functions.

Trust Committee – This committee centralizes key risk
management decision-making regarding the life cycle of
personal trust accounts (e.g. acceptance, administration,
and closing)
Trust Investment Committee – This committee is
designed to standardize investment policy for all discre-
tionary accounts as well as provide centralized oversight of
discretionary investments of personal trust accounts includ-
ing the acceptance of non-traditional trust investments.
Employee Benefit Trust Committee - This commit-
tee centralizes key risk management decision-making
regarding the life cycle of employee benefit accounts (e.g.
acceptance, administration, and closing)
Discretionary Distributions Committee – This com-
mittee standardizes the exercise of discretion in fiduciary
accounts.
Commingled Funds Committee – This committee
oversees all 12 CFR 9.18 funds (not limited to a(1) and
a(2) funds but including 9.18(c) funds, too) established
and administered by the trust institution.
Other Committees – Committees established and
approved as needed by the Trust Committee or their sub-
committees.

Staffing and Employee Training
One of the most effective Risk Control tools at effective-
ly run institutions is the employment of knowledgeable
and experienced trust professionals. Such individuals pro-
vide the specialized skills necessary to make decisions to
minimize risks associated with numerous transactions and
circumstances that arise on a daily basis.  The implemen-
tation of a strong recruitment and retention process for
highly skilled trust professionals should be is a risk man-
agement priority.

To maintain the skill levels of officers and employees, the
institutions should further minimize risk by standardizing
procedures and processes through various employee-
training initiatives. Such training is normally sponsored by
the appropriate business unit management, trust compli-
ance and/or legal.

This training can take many forms, including in person
training, newsletters, online training systems, web-confer-
encing training, new policy or procedure announcements,
industry sponsored seminars, or simple reminder emails
at the appropriate times.
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Training and employee awareness initiatives are consid-
ered an important risk control method designed to foster
standardized processes and procedures.

Use of State Law Surveys
When an institution conducts business in many states,
access to current and relevant state law requirements is of
importance. The legal department of many institutions,
working with outside counsel, will prepare and make
available surveys of state laws on certain trust specific
topics. They are a centralized reference source for all trust
employees to assist them in the prudent administration of
accounts.  When there are questions about these surveys,
the legal department serves as a reference resource.

Supervision of Investment Platforms 
Used in Trust Accounts
Many institutions that offer an array of investment
options to their managed fiduciary accounts will set up a
team responsible for the oversight of these investment
programs. Such investment platforms might include tra-
ditional individually managed portfolios, managed mutual
funds (affiliated or nonaffiliated), and affiliated or outside
registered investment advisers, just to name a few.

Risk Monitoring

Once risks are identified, measured, and controlled, an
effective monitoring system limits the possibility of risks
recurring or accumulating to the level that is beyond the
reasonable toleration limits of the institution.
Responsibility for the monitoring of various risk issues
may be at differing levels and be accomplished through
different means. Consider the institution’s risk monitoring
as a pyramid, at the broadest point of the pyramid would
be business line self-assessments followed by risk man-
agement/compliance/internal audit assessments. Then
business line oversight committees are responsible for
oversight at the business line level. The overall fiduciary
committee manages down through the business line over-
sight committees under the supervision of the institution’s
board of directors (the highest point of the pyramid).
Serving as a wrapper around each of these risk monitoring
groups are clients, shareholders, external accountants,
and applicable federal and/or state regulators.

Tools used by each of the aforementioned risk monitoring
groups include, among other things, secondary reviews;

quality assurance testing by risk management or individu-
als within the business lines; sample testing of output at
each key checkpoint of processes; the monitoring of key
risk indicators with an established protocol for raising
issues outside of tolerance levels to the correct level of the
institution; employee performance evaluations; peer
reviews; and compensation analysis.

Independent risk monitoring groups, such as Fiduciary
Compliance, Fiduciary Risk Management, and Fiduciary
Audit play in important role in an effective risk monitor-
ing program.  Although mentioned earlier in this article
under the topic of Risk Management Responsibilities and
Role Definition as well as detailed under Attachment 2,
the general Fiduciary Compliance, Fiduciary Risk
Management, and Fiduciary Audit risk monitoring
responsibilities are discussed as follows.  The Fiduciary
Compliance team is responsible for regulatory compli-
ance monitoring, testing, regulatory environment change
management, and monitoring for code of ethics compli-
ance.  The Fiduciary Risk Management team is responsi-
ble for quality assurance, policies and procedures, devel-
oping and maintaining key risk indicators, trending and
analyzing findings from compliance and internal/external
auditors, and the new product approval process.
Fiduciary Audit evaluates the adequacy of controls, the
effectiveness of controls, the appropriateness and effec-
tiveness of policies and procedures, and monitoring the
code of ethics hotline.

On the following page is a pictorial depiction of how such
a risk monitoring model may work in practice.



15

WINTER 2008 \\ THE FORUM

COVER STORY

Summary and Conclusions

Trust institutions operate with risks they don’t
realize they have and there are many significant reasons
why an effective fiduciary risk management program must
be established.  Well understood risk management
responsibilities and role definitions are essential to the
overall success and efficiency of the fiduciary risk man-
agement program.  Although trust institutions have flexi-
bility in designing risk oversight committee and depart-
ment staffing structures, there are advantages and disad-
vantages that must be considered.  Risk identification and
measurement methods, although varying among trust
institutions, must be implemented and documented.
Risk control must be based on a thorough understanding
and prioritization of identified risks.  Finally, risk monitor-
ing is performed at many different levels by business
groups and more independent compliance, risk manage-
ment, and audit teams.

This article was not designed to discuss what fiduciaries
require as minimum standards for fiduciary risk manage-
ment programs.  Although reference material is provided,
it is anticipated the reader already understands minimum
risk management program standards.  Rather, this article
is intended to provide practical examples of how trust
institutions have implemented risk management require-
ments and displays examples of how one or more ele-
ments of a fiduciary risk management program might
appear.  Perhaps by taking one or more of the practical
application experiences discussed herein, you will be able
to bring in a new dimension to the fiduciary risk manage-
ment program at your bank and, at the same time, help
give yourself that peace of mind you so much desire as a
risk management professional.
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Attachment 1

Attachment 2 – Trust Institution Oversight Responsibilities

Audit s Assist the BOD in monitoring compliance with legal and regulatory requirements.
s Review and approve specific regulatory compliance programs as required by statute.
s Review the scope and content of all regulatory exams and ensure the suitability of management corrective action.
s Annually review compliance performance.

Risk Committee s Determine corporate objectives.
s Establish qualitative/quantitative risk appetite boundaries.
s Ensure business lines and support groups are aligned with strategy and corporate goals.

Corporate s Review and provide guidance on compliance risk management program.
Compliance s Provide senior management review of company’s overall state of compliance and operational risk metrics.

s Provide quarterly reports to Audit Committee.
s Review annual “state of compliance” report with the Board of Directors.  
s Respond to regulatory inquiries regarding legal issues.
s Understand and provide support to key compliance initiatives.
s Champion a culture of compliance.

Business Line s Responsible for identifying, assessing, taking, and mitigating business risks.
s Accountable for BL compliance performance.
s Manage day-to-day compliance activities.
s Train and hold associates accountable for compliance performance.
s Develop and implement business line policies and procedures.
s Drive a culture of compliance.
s Coordinate with Corporate Compliance and Enterprise Risk Management.

Trust s Responsible for developing and implementing comprehensive fiduciary monitoring and testing programs.
Compliance s Ensure regulatory changes are properly communicated and imbedded in the corporate culture in a timely manner.

s Monitoring completion of management responses to control findings and testing proper completion 
of corrective action to core regulatory findings.

s Assisting in the accurate and timely filing of regulatory reports (beneficial ownership).
s Assist in the preparation and coordination of fiduciary regulatory reviews.
s Develop and maintain trust policies.
s Coordinate the Trust Board meetings.

Legal s Interpret laws and regulations.
s Provide expertise and guidance regarding laws and regulations.
s Manage litigation and disseminate information as appropriate.

Internal Audit s Perform independent compliance testing.
s Evaluate and assess the effectiveness of corporate and trust compliance practices and procedures.
s Report findings to management and the audit committee as appropriate.

All Associates s Understand and meet all regulatory and ethical requirements associated with his or her position.
s Follow policies and procedures.
s Adhere to Code of Ethics.
s Seek appropriate guidance when necessary.

Per Institution Annual Loss $60,000 10 Year Average:  0.77%   Less Than 1%!!!!!!

Industry Analysis: Actual Net Losses Industry Analysis: Net Losses as % of Gross Income
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Attachment 3 – Risk Management Program Minimum Standards
An effective Risk Management Program
requires an understanding of the specific
needs and risk tolerance levels of the bank, as
well as the types and characteristics of assets
managed and advised by the bank.  Risk is
commonly described by relating it to the
uncertainty or the volatility of a potential out-
come over time.  The source, probability, and
impact of this uncertainty depend on the par-
ticular asset and/or service.

Risk Management processes must be devel-
oped and implemented to effectively Identify,
Measure, Control, and Monitor the risks
affecting each of these entities.  The client’s
needs, objectives, and risk tolerance can and
often does differ from those of the bank;
therefore the bank’s processes should recog-
nize and appropriately address these differ-
ences. 

Risk Identification
Risk is commonly described by relating it to
the uncertainty or the volatility of a potential
outcome over time.  The source, probability,
and impact of this uncertainty depend on the
particular asset and/or service.  Risk
Identification processes assist in determining
what the risks are, how they should be meas-
ured, and what controls and monitoring sys-
tems are needed.  The Risk Identification
process lays the foundation for the entire Risk
Management Program.  There are various
risks that should be considered when devel-
oping the Risk Identification process.  These
include:  

s Transaction Risk
s Compliance Risk
s Strategic Risk
s Reputation Risk

A bank’s failure to manage these risks in a pru-
dent manner can adversely impact the overall
risk profile of the bank and subject it to
decreases/losses in earnings and capital.

Prior to identifying risks within the business
line the bank should have established accept-
able risk levels and criteria.  Areas to consider
include:
s Establish strategic direction, risk 

tolerance standards, and an ethical 
culture consistent with the organizations 
strategic goals and objectives.

What is the overall strategic direction 
for acceptance and retention of various 
products and services?
s Do the current accounts holding 

various assets meet or exceed this 
strategic direction?

s What efforts need to be taken to 
ensure that those not meeting the 
strategic direction are brought into 
line?
s Does the strategic direction for 

account administration need to be 
redefined or adjusted based upon 
current circumstances?

What risk tolerance standards and criteria 
have been developed?
s Does management recognize and 

understand the potential liability of 
their portfolio?
s Has management approved and 

provided guidance for acceptable 
levels of risk? Committee Acceptance 
and Review?
s What reporting mechanisms are in 

place to provide ongoing information 
as to the level of risk?  
s Has management developed an 

Investment Policy Statement with 
guidelines and criteria?
s Does Audit and Compliance have 

specific review procedures and have 
they been implemented?

What efforts have been undertaken to 
ensure that personnel are knowledgeable 
and aware of specific administration issues?
s What levels of training and education 

have been provided?
s What certifications have been 

acquired?
s What policies and procedures have 

been developed?

s Establish an appropriate organizational 
structure with clear delineation of 
authority, responsibility and accountability
throughout all levels of the organization.

What specific operations units exist?
s Are different accounts and services 

administered by a separate unit?
s Are procedures and practices 

consistent throughout the 
organization?
s What are the reporting lines for all 

related services?

What guidance has been developed 
regarding acceptance responsibility and 
ongoing reviews?
s What is the Committee responsibility?
s Have Acceptance Procedures and 

Polices been established?
s Are policies reviewed and updated as 

necessary?

What divisions or units are responsible for 
review and monitoring?
s What is role of Senior Management?
s What is the role of Audit and 

Compliance?
s If deficiencies are noted, or risks are 

identified, how are them reported and 
corrected?

Do administrative practices conform to 
Fiduciary Law; Regulatory Compliance; 
Industry Standards, and Client Objectives?
s What specific processes and 

procedures have been developed for 
ensuring compliance with all areas of 
fiduciary duty?
s Who is responsible for the 

development of such policies?
s Are the policies and procedures 

current?

s Establish an effective practice for 
ensuring that the needs and objectives of
individual clients are being addressed 
and implemented.

What are the current practices for 
discussing and identifying the needs/
objective of the client?
s What client communication activities 

take place to ensure that the account 
objective is current and timely?
– Verbal communication with memo 

updates to the file.
– Standard forms and questionnaires 
– Internet-based communication and 

“check the box” data
s For individual account administration, 

what practices are employed to ensure
that areas such as Modern Portfolio 
Theory and the Prudent Investor Rule 
are being followed?
s What process is used to ensure that an

asset or product is best suited to meet 
the account need?
s What ongoing process, (annual review)

is in place to provide for periodic 
discussion of client objectives and a 
consideration for the above mentioned
items?

What is the procedure when the objective 
no longer requires a specific asset or 
product, or a better product exists?
s Do all asset holdings currently 

conform to and address the current 
client objective?
s What practice is used to determine 

the effectiveness or appropriateness of
the current asset or product?
s What communication is held with 

client’s to discuss their account needs?
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What information and criteria are used to 
ensure that the client is receiving the
service and product that was originally 
presented at sale/acceptance?

Do the clients conform to Trust Client 
criteria/requirements?
s Do existing and new clients meet 

account and revenue minimums?
s Do existing and new clients have the 

potential to meet account and revenue
minimums?
s Do existing and new clients provide 

the gateway to other sources of 
financial planning and trust revenue?

s Establish effective pricing guidelines for 
management and administration of all 
accounts.

Have specific Board approved pricing 
guidelines and policies been established?
s Are the pricing guidelines specific to 

the level of risk inherent in the 
service?
s Are the pricing guidelines consistent 

with industry standards and best 
practices?
s What review and approval process 

have the pricing guidelines gone 
through?

Have the Board approved pricing 
guidelines been consistently applied and 
enforced?
s Do deviations from approved guide

lines exist? 
s If deviations exist, what approval 

process have they gone through?
s Does documentation exist for 

deviation approval?
s Does Audit and Compliance review 

and test for pricing consistency and 
adherence to guidelines?

Does pricing provide for both the coverage
of associated expenses and the realization of
a profit margin?
s How is this managed and reviewed?
s What exceptions are noted?
s What are the associated expenses 

within the department?
s What is the potential unreported risk?

Needs/Requirements

Policy and Procedure Manual/Handbook
s Establishment of Acceptable Risk 

Criteria for the products and services 
being offered
s Establishment of both Acceptance and

Monitoring Guidelines
s Establishment of  required 

information and documentation

s Establishment of appropriate 
operational structure
s Establishment Investment Policy 

Statement
s Establishment of Administration 

Guidelines
s Establishment of Operational 

Guidelines
s Establishment of Risk Mitigation 

Program
s Establishment of Industry Guidelines, 

Forms, and Regulation (Appendix)
s Establishment of Pricing Criteria and 

Guidelines

Understanding of all client account 
objectives
s Discuss and document the objective of

each account. (Caveat: Be sure to 
differentiate between those accounts 
that are discretionary and those that 
are custodial in nature)

Understanding of outstanding liability and
capital at risk

Risk Measurement
Risk Measurement requires a complete
understanding of the products and services
being offered and administered.  The applica-
tion of a risk measurement process will
depend on the type of account, the bank’s
fiduciary responsibilities, and the needs of the
client.  Because advances and improvements
in the industry and the products and services,
the methods analyzing, estimating, and
reporting performance and risk measurement
are becoming increasingly sophisticated and
reliable.  

Needs/Requirements

Knowledge of Outstanding and Potential 
Liability
s Potential Real $ Amount
s Potential Non-quantifiable Amount

– Reputation
– Compliance
– Legal
– Operational

Establishment of Appropriate Risk/Return 
Measuring Criteria

Development and Implementation of Risk 
Measurement Tools –  …hard to know 
where your risk is when it all looks risky.”

Administration Review and Report
Policy and Procedure Handbook/Manual
s Establishment of Risk Measurement 

Criteria
– Time Period and Frequency 

Requirement
– Benchmarks

– Items to be measured
– Reporting Processes

Risk Control
Risk Controls are policies, procedures,
processes, practices, and systems established
to control risk.  Such controls are essential to
the management function of a trust depart-
ment.  These controls help maintain risks at
levels consistent with the overall organiza-
tion’s risk tolerance.  They ensure that strate-
gies are appropriate for each client’s circum-
stances.  The bank should have a comprehen-
sive program of controls for managing a
client’s account and the risks associated with
that management function to the overall
organization.  Risk Control is especially
important with regard to fiduciary responsibil-
ities and liability.  

Policies: Approved written policies and doc-
umentation standards.  

What are the current standards for the 
organization regarding the current and 
anticipated business? Do they have an 
approved standard?
s What is the investment philosophy 

and risk tolerance criteria?
– Have risk limits been established to 

address risk?
– Do operating procedures exist for 

risk control?
– What existing control processes are 

in place?
Audit and Compliance
Peer Testing

– Detailed investment policy guide
lines, do they exist?

– Does the policy address specific 
types of client portfolios?

Discretionary
Non-Discretionary
Co-Trustee
Successor Trustee

Are these policies consistently applied 
throughout the organization?

Are definitions provided in the policy?
How is the policy disseminated to all 
impacted and effected employee? 
s How are employees trained and 

educated on the policy?
s Updates/Revisions to the policy?
s Is there a confirmation program that 

effected employees must sign attesting
to their knowledge and understanding 
of the policy?

How often is the policy reviewed?
s Is the review documented in the 

appropriate Committee minutes?
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Procedures:
Do procedures exist for Account Review 
processes?  
s Pre-Acceptance Review

– Does the bank have expertise to 
manage the account?

– Does the bank have adequate 
systems to administer the account?

– Does the bank perform a due 
diligence review on all assets that 
will be funding or comprising the 
account?

– Is the Pre-Acceptance review 
documented and does it state the 
client’s account objective?

– Do all potential accounts go through 
committee for approval?

s Post-Acceptance Review
– Upon acceptance of the account, is 

the account and its asset holdings 
reviewed to determine 
appropriateness?

– Upon acceptance has an individual 
investment policy statement been 
developed for the account?

s Annual Review
– Does the procedure address the 

requirement or need for annual/
periodic reviews?

– Do procedures outline the need to 
update client account objectives?

Do procedures address the requirements of
fiduciary authority and responsibility?
s Are guidelines applied consistently?
s Are objectives established for each 

account?

Do procedures exist to establish the 
likelihood or potential or threatened 
litigation on all accounts?

Are internal risk limits established for the 
overall portfolio; individual administrator 
portfolios, etc?

Are revenue minimums established for the
overall portfolio, individual administrator 
portfolios, etc?

Do the procedures address the separation of
duties and the need to have independent 
oversight?

Do the procedures outline asset valuation 
guidelines?
s If this is done internally, are the 

appropriate checks and balances in 
place for an independent and accurate
valuation?
s If delegated to an external provider, do

they have appropriate expertise and 
checks and balances?  Is there a 
conflict of interest?

Do the valuation guidelines adhere to and 
conform to the valuation standards 
established for the asset?
s Fiduciary Law;
s Regulatory Compliance;
s Industry Standards; and
s Client Objectives

Is the valuation method documented?  Is it
applied consistently to all products?

Do procedures exist to ensure that 
valuation methods are explicit and their 
accuracy can be independently verified?

Do the policies require the approval of 
Senior Management for any valuation 
process where the provider also controls the
asset or has a vested interest to either deflate
or inflate the evaluation?

Personnel: Successful implementation of
business strategies and risk mitigation
requires a knowledgeable and responsible
management group and well-trained and
capable professionals in all areas of the organ-
ization.  To effectively manage personnel, the
organization must address staffing needs,
compensation programs, continuing educa-
tion requirements, and third-party delegation
practices.

Have staffing requirements been addressed
by Senior Management?
s What requirements are needed?
s Internal or External?
s Have succession plans been addressed

and outlined?

Is compensation paid commensurate with 
the risk?
s What is the total amount of potential 

risk?
s What is the total amount of revenue?
s Is the compensation for 

Administration and Management 
appropriate for the level of risk?

If Third-party providers are used, is this 
authorized by applicable law?

Information and Technology Reporting
Systems:

Do procedures address the need to effective
IT and Reporting systems?

Internal Reporting and Exception
Tracking: If the bank is to manage all risks
effectively, reporting must be adequate.
Reports should accurately and comprehen-
sively cover all assets and accounts under
management.

Do procedures and practices address the 
requirements to reporting?  Does the 
practice discuss:
s Investment Policy Exceptions
s Early Warning or Watch List 

Reporting
s Risk Potential Amount
s Policy Compliance Exception Reports
s Audit Deficiency and Corrective 

Action Report
s Examination Criticism and Action 

Report

Do procedures address who is to receive 
reports and when they are to be escalated?

Client Reporting:
What information and reporting, if any is 
passed along to the client?
s How is this information 

communicated?
s Is the information communicated 

consistently to all parties?
s What is required to be 

communicated?

Contingency and Disaster Recovery Plans:
Does the procedure outline what needs to 
be done in the event of disaster?

What is the recovery plan specific to overall
administration?

Product Development and Management
Team

Does the bank have a Product 
Management Team?

What are the roles of the team?

Risk Monitoring
Risk monitoring processes and practices are
established to evaluate the performance of the
bank’s control processes in mitigating risk and
assuring compliance with policies and regula-
tory requirements.  Sufficient policies, proce-
dures and internal controls are needed to
ensure an effective risk management program.
When properly monitored, well-developed
policies, procedures and internal controls pro-
mote efficiency and compliance with law, reg-
ulations, and sound fiduciary principles, and
deter losses through charge-offs and sur-
charge.  Functions such as the Audit and
Compliance programs provide an excellent
way to monitor risk levels.  
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Attachment 4 – Trust Department New Product and Services Risk Management Committee
Initial Approval Form

Name of Product / Service:
Date Form Prepared:
Sponsor Name: 
Date of Planned Project Implementation:

Describe the New Product / Service.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Please provide a copy of the written Business Plan or Business Proposal for this new product / service, including any measurement standards for
the success of the product and an exit strategy if the product / service does not meet or surpass the measurement standards.

Please describe any anticipated controls that exist or will be implemented over the new product / service, such as dual controls, manager approvals,
next day reviews, end of day balancing, etc.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Please describe any anticipated monitoring reports that exist or will be implemented over the new product / service, such as system generated or
non-system generated reports, queries, etc.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Strategic Risk

Please discuss the strategic effect of this new product / service as relates to the over strategic goals of the trust department or bank.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Reputation Risk

Will this new product / service affect a broad base of existing clients?
Yes   nn No  nn
If yes, what is the planned implementation schedule?
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

If this new product / service will affect a broad base of existing clients, please discuss the client notification that will be provided, if necessary.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Will this new product / service attract a new base of clients?  If yes, please provide more information.
Yes   nn No  nn
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Transaction (Operational) Risk
Please provide the projected volume of new or additional transactions related to this new product / service.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
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Will any additional operations employees or employees with different expertise levels need to be hired to support this new product / service?
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

If new automated systems will support this new product / service, is a testing plan in place and being implemented of those systems?  Please pro-
vide details, including testing results if available.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Compliance/Regulatory Risk

Please provide details on any “Regulatory” or “Compliance” requirements related to this new, product, system or strategic initiative (e.g. Office of
Thrift Supervision regulations, SEC rules, ERISA, IRS Requirements, Fiduciary Law, etc.), if applicable.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Please discuss existing or additional policies needed for this new product / service.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Please discuss new written procedures drafted for this new product / service.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Financial (Accounting) Risk

Please describe how this new product / service will impact or modify in any way the direct or indirect posting of financial transactions to the gen-
eral ledger and financial statements of the trust department or bank.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

If applicable, has a flow diagram been prepared of how financial transactions will be posted as a result of this new product / service?  If yes, please
attach to this document.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

If applicable, has an appropriate finance group been identified to take responsibility for this new product / service?  If yes, please explain below.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Has a cost/benefit analysis been performed on this new product / service?  If yes, please attach.
Yes   nn No  nn

Legal Risk

Please discuss legal issues that have been discussed or researched related to this new product / service.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

To support this new product / service, will there be any need for new Service Agreements or must existing Service Agreements be amended?  If
yes, please discuss below.
Yes   nn No  nn
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
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New Business Risk

Discuss what marketing group will be used and the marketing strategy for this new product / service.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Have clear parameters been established in writing regarding what capacity the trust department/bank will serve in relation to this new product /
service (Trustee, Agent Only, specific duties or functions the trust department will accept)?  Please discuss.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Please discuss written process that have been developed defining what group has the authority to accept an appointment or duty outside of rou-
tine pre-determined parameters.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

If applicable, have clear parameters been established in writing regarding what services affiliated and unaffiliated third parties will be providing
for this product / service?  For unaffiliated third parties, has sufficient due diligence been performed on the vender and have written service agree-
ments been prepared?
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Based on the above responses, please assign individual residual risk ratings to each category below and an overall residual risk rating:

Strategic Risk High   nn Medium   nn Low   nn
The risk of bad business decisions (i.e. fiduciary, investment, new product initiatives, etc.).

Reputation Risk High   nn Medium   nn Low   nn
The risk that negative publicity regarding the trust department’s business practices, whether true or not, will cause a decline in the customer base,
costly litigation, and/or revenue reductions.

Transaction (Operational) Risk High   nn Medium   nn Low   nn
The risk that inadequate systems, operations functions, internal control breakdowns, fraud, or other catastrophes will result in the impairment 
of product or service delivery.

Compliance/Regulatory Risk High   nn Medium   nn Low   nn
The risk that nonconformance with laws, regulations, ethical standards or appropriate business operating  practices will result in audit, compliance,
or regulatory criticisms resulting  negatively on regulatory ratings and relationships and overall business objectives.

Financial (Accounting) Risk High   nn Medium   nn Low   nn
The risk of financial exposure due to errors, omissions, misappropriations and/or settlements.

Legal Risk High   nn Medium   nn Low   nn
The risk that complaints, lawsuits, and/or adverse judgments can disrupt or otherwise negatively impact the operations or condition 
of the trust department.

New Business Risk High   nn Medium   nn Low   nn
The risk of soliciting and accepting an account that results in financial, reputational, legal harm to the institution.

Overall Risk High   nn Medium   nn Low   nn
Please provide any comments to support the assigned Overall Risk Rating.  (Please note any mitigating oversight, controls, or processes that will
reduce the overall level of risk)
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

For Committee Use Only:

New Product / Service   _________________________________________________________________________________________________
Approved   nn Not Approved   nn

Conditions for approval such as risk controls and/or monitoring processes required.
_____________________________________________________________________________________________________________________
________________________________________________________________________________________________
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Attachment 5 – Trust Department New Product and Services 180 Day Evaluation Form

Name of Product / Service: 
180 Day Evaluation Form Date:
Sponsor Name: 
Date Originally Approved by Risk Management Committee: 
Date of Project Implementation: 

Describe any changes to the product, system, or strategic initiative and related business plan that have occurred during or since the date of imple-
mentation:
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Describe any changes to the control environment from what was originally listed on the Risk Management Committee Initial Approval Form pre-
viously approved by the Risk Management Committee:
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Describe the effectiveness of the Monitoring Reports previously approved by the Risk Management Committee, commenting upon how open
items are resolved and who is accountable for such resolution:
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Describe any Risk Management Committee original approval conditions, if any, which remain unresolved as of the date of this 180 day evalua-
tion.  Provide information on when the unresolved open items will be addressed:
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Key Progress Measurements versus Planned Projections

Project Implementation _____________________ (Date) to 180 Day Evaluation ________________________ (Date)

Annualized Actual                      Annualized Projected

Number of New Accounts:   _____________________________________________________________________________________________
Amount of New Assets:        _____________________________________________________________________________________________
Amount of New Revenue:     _____________________________________________________________________________________________
Other Progress Criteria3:       _____________________________________________________________________________________________

(1)____________ _________________________________________________________________________________________________
(2)____________ _________________________________________________________________________________________________
(3)____________ _________________________________________________________________________________________________
(4)____________ _________________________________________________________________________________________________

Please discuss any difference between the original projections and actual results to date.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Transaction (Operational/Technology) Evaluation

Have actual volumes associated with this new product or service exceeded original projections previously approved by the Risk Management
Committee?  If yes, provide information on plans to address the additional volumes being experienced?
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

3Other Progress Criteria is determined by the Project Sponsor based on the trigger points found in the exit strategy previously presented to the Risk Management
Committee and the unique circumstances of the new product or service.
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Discuss impact on Technology; has processing been performed straight thru or manual?  
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Discuss any Tax issues (including client, Trust Department, or service provider tax issues).
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Compliance/Regulatory Evaluation

Have any additional regulatory or compliance requirements surfaced in connection with this new product or service since the original project was
approved by the Risk Management Committee?
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Please explain any enhancements to procedures that were required since this new product or service has been processed in a live environment.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Financial (Accounting) Evaluation

Please discuss any unanticipated financial or accounting processing issues not discussed elsewhere in this evaluation form.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Reputation Related Issues Evaluation

Discuss any client feedback or marketing related issues identified during the first 180 days of this new product or service.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Legal Evaluation

Please explain any enhancements to procedures that were required since this new product or service has been processed in a live environment.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Strategic Evaluation

Discuss unanticipated effects of this new product or service on the overall strategic goals of the institution, if any.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

New Business/Sales Evaluation

Have all planned marketing and training materials gone into full production with clients and employees where necessary?  If No, explain.
Yes   nn No  nn
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Discuss sales team feedback on the new product or service.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
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Discuss unanticipated sales related issues that have surfaced since this new product or service went live.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

All Other Factors

Describe any other risks or concerns with this product.  Some examples might include the following among others: competitor issues or reactions
related to the new product or service, additional infrastructure needs, or any unanticipated benefits or requirements related to affiliated organiza-
tions.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Risk Management Committee Use Only

Determine if any adjustments are necessary of the individual risk ratings assigned when the Risk Management Committee previously approved
the new project.

Original Risk 180 Day Risk
Assignment Assignment

Transaction (Operational/Technology) High/Medium/Low High/Medium/Low

Compliance/Regulatory High/Medium/Low High/Medium/Low

Financial (Accounting) High/Medium/Low High/Medium/Low

Reputation High/Medium/Low High/Medium/Low

Legal High/Medium/Low High/Medium/Low

Strategic High/Medium/Low High/Medium/Low

New Business High/Medium/Low High/Medium/Low

Overall High/Medium/Low High/Medium/Low

Discuss any individual ratings that are being adjusted higher or lower.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
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Attachment 6 – Annual Vendor Risk Assessment Form
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Attachment 7 – Local Administrative Risk Assessment Form 

1) Office Name and Address.
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

2) Name of Office Manager_______________________________________________________

3) Total market value and number of discretionary and non-discretionary accounts.  (Score _________)
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

4) Types of accounts under administration and number and market value of each.  (Score___________)
a. Irrevocable Court Appointed # __________ $ _______________
b. Irrevocable Grantor # __________ $ _______________
c. Testamentary Trusts # __________ $ _______________
d. Grantor Revocable # __________ $ _______________
e. Individual Retirement Accounts # __________ $ _______________
f. Discretionary Investment Management Agency #____ ______ $_________
g. Charitable Remainder Unitrust # __________ $ _______________
h. Charitable Remainder Annuity Trust # __________ $ _______________
i. Charitable Lead Trust # __________ $ _______________
j. Life Insurance Trust # __________ $ _______________
k. Custody # __________ $ _______________
l. Other # __________ $ _______________

5) Date the local administrative office was opened.__________________________________    (Score _________)

6) Tenure and experience level of current employees and officers.  Also comment on employee turnover in the past year.   (Score _________)
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

7) Number of accounts per officer.  Of that number, report on the individual states that govern the accounts being administered 
by each trust officer.   (Score_________)

Trust Officer A:  # _____________________________ States: ______________________________
Trust Officer B: # _____________________________ States: ______________________________
Trust Officer C: # _____________________________ States: ______________________________

8) Volume of new and terminated accounts in the last six months for this Local Administrative office.  (Score _________)
i.  New Accounts: #___________________
ii. Terminated Accounts: #_____________________

9) Number of accounts holding own-institution securities in this local administrative office.  (Score _________)
# of Accounts: _____________________

10) Date of previous compliance on-site review, significant findings, and status of resolution.   (Score _________)
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

11) Ongoing litigation and resolved in the past 12 months for this office..   (Score _________)
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

12) Significant complaints ongoing and resolved in the past 12 months for this office.  (Score _________)
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________
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13) List of all write-offs in the local administrative office.  (Score_________)
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

14) Administrative account review exception or risk items identified in the past 12 months.   (Score___________)
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

15) Other relevant items or issues that should be given consideration or otherwise factored into this local administrative office risk assessment.
(Score___________)
_____________________________________________________________________________________________________________________
_____________________________________________________________________________________________________________________

Final Overall Score __________________

Performed by:_______________________________________

Date Performed:_____________________________________

Reviewed by:_______________________________________

Date Reviewed:_____________________________________
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Editor’s Note: Welcome to the New Year. As you know, many
unique and new challenges will present themselves to the finan-
cial industry in 2008. Status quo can no longer be the business
model for the fiduciary and investment management industry.
While other areas of the financial industry may be retrenching or
even posting losses, the fiduciary and investment management
arena will continue to challenged for both asset and revenue
growth; perhaps increasing their risk profile. In this issue I
thought it would be appropriate to outline various speeches that
have been given by regulatory agencies. These will assist in shin-
ing a light on areas where regulatory concern exists. SEC Gene
Gohlke addresses issues surrounding the mutual funds, FRB
Governor Mishkin discussing risks associated with the market and
investing, and EBSA Assistant Secretary Bradford Campbell dis-
cusses issues surround retirement fees and their disclosure. As
always, should you have specific items you would like to be pre-
sented/discussed in the Regulatory Update, please send your
requests to the attention of the FIRMA Forum Editor, or myself.

SEC:  Speech by SEC Staff - 
“If I Were a Director of a Fund
Investing in Derivatives – 
Key Areas of Risk on Which 
I Would Focus”

Background

On November 8, 2007, at the Mutual Fund Directors Forum
Program Gene Gohlke, Associate Director, Office of
Compliance Inspection and Examinations, U.S. Securities and
Exchange Commission, provided information regarding areas
of risk that should be known and understood by those respon-
sible for the oversight of mutual funds. Below are the salient
points from his speech.

Introduction

As you are working your way through the agenda of this pro-
gram, which is focused on mutual funds use of derivatives, you
are learning that the scope of what constitutes a derivative
instrument is broad and that derivatives range from the rather
mundane convertible bond to the very complex, structured
product known as a collateralized debt obligation and, of
course, many things in-between. Just as the range of derivative
instruments is broad so are the risks assumed by investors in
these instruments. There are market, liquidity, leverage, coun-
terparty, valuation, legal and structure risk to name only a few.

As fund directors you are responsible generally for overseeing
your fund's investments to make sure that the risks assumed by
the fund are consistent with the risk disclosures the fund has
made to its shareholders. In addition, you are specifically
responsible for establishing fair value procedures the fund is to
use in pricing its derivative (and other) positions for which
there are no readily available market quotations. You are also
responsible for approving codes of ethics of both the fund and
its investment adviser to ensure that the ethical principals
established are appropriate in light of the environment in
which the fund and adviser operate. Finally, you are responsi-
ble for determining that all of the fund's compliance policies
and procedures and those of its service providers are reason-
ably designed to prevent violations of the securities laws.

In my time with you today, I want to talk about certain aspects
of a fund's involvement with derivative instruments that fund
directors should pay particular attention to. The way I want to
approach this presentation is to assume that I was a director of
a fund investing in derivatives and then identify those areas of
risk that I as a fund director would most want to focus on. In
the text below, I focus on 12 areas of risk that I think are most
important. Within each of these areas, I start by stating a ques-
tion I would ask and then include a few related thoughts and
comments designed to highlight specific activities, risks and
compliance tests that I think are important. (Note that while
the discussion below is framed in the context of a fund invest-
ing in derivatives, these same questions appear to be relevant
as regards risks in most funds). As an actual fund director, I
would expect to obtain answers to these questions from various
of the fund's service providers, its CCO and legal counsel and
then based on those answers, determine if the fund's exposure
to the risks associated with its investments in derivatives is
appropriate in light of fund shareholder's expectations.

Important Areas of Risk

1. Does the fund's adviser have the intellectual and  
financial resources to be a knowledgeable, nimble   
participant in the derivatives in which the fund 
invests?
s

          

How do the group's resources and abilities compare to
those of the counterparties the fund will encounter in 
the marketplace? 

s

  

Can the fund's adviser access and analyze all relevant 
information to be able to fully understand the 
probable risks and returns associated with a position; 
in particular, I as a director would be interested in the 
following: 
ss

  

The specific derivative instruments in which the 
fund will be investing, the way in which each 
instrument will be used in achieving the fund's 
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investment objectives and the significant risks 
associated with each instrument; 

ss

  

The information needed to make informed 
investment decisions and the sources of such 
information; 

ss

  

The means by which sources of information will 
be compensated; 

ss

  

How and by whom will that information be used; 
ss

  

Contingency plans to obtain information if the 
primary sources become unavailable; 

s

  

Does the fund's adviser have the necessary human 
and technological resources to make informed 
investment decisions and implement those decisions 
on the best possible terms and conditions; 

s

  

Does the fund's adviser have the depth of knowledge 
and experience regarding each investment strategy 
employing derivatives so as to be able to effectively 
oversee and supervise the primary decision-makers 
and form the basis for backup and continuity of 
investment decision-making? 

2. Do we investigate before we leap into an investment? 
s

   

Does the group use a well thought out process, often 
called a due diligence or new products process or 
committee, through which every proposed investment 
in a different type of derivative instrument is subject 
to vetting by knowledgeable persons from all 
operational areas (not just those operated by the 
adviser); 

s

  

Is the objective of this due diligence process to fully 
probe, analyze and evaluate all features associated 
with a proposed investment to identify the risks and 
operational requirements that would come with such 
an investment and determine if the fund's service 
providers that will be impacted have or would be able 
to create the necessary infrastructure to timely and 
appropriately process, account for, custody, control 
and report on the new instrument; 

s

  

Can investments in new instruments only be made 
after all associated risks have been identified and a 
determination is made that the infrastructure used by 
the fund's service providers will effectively handle the 
attributes of these instruments; 

s

  

Does this due diligence process bring together in a 
deliberative format all disciplines or operational areas 
that may be impacted by the investment such as: 
ss

  

Research 
ss

  

Portfolio management 
ss

  

Risk management 
ss

  

Trading 
ss

  

Clearance and settlement 

ss

  

Code of ethics and non-public information 
management 

ss

  

Custody/safekeeping 
ss

  

Recordkeeping 
ss

  

Pricing and valuation 
ss

  

Tax 
ss

  

Legal/contractual 
ss

  

Disclosure and investor reporting 
ss

  

Performance calculations 
ss

  

Compliance 

3. Is there an effective investment risk management 
function that has the capacity to regularly identify, 
measure, evaluate and manage the fund's ongoing risk
exposure?
s

   

Does the fund's adviser maintain an appropriately 
staffed function that is independent of portfolio 
management and which is responsible for 
continuously measuring the extent of the fund's risk 
exposure using various tools such as value at risk, 
stress and scenario testing; 

s

  

Is the risk information used to effectively manage the 
fund's exposure to risk to make sure the extent of risks 
taken remain within boundaries established in the 
fund's disclosures to its shareholders? 

4. Are the investment and operational risks associated 
with the fund's investments in derivatives fully and 
fairly disclosed to the fund's shareholders in its 
prospectus/statement of additional information and in
periodic reports to fund shareholders? 
As a director, I would want to understand the process that
is used to ensure that the ongoing level of risk to which the
fund is exposed from its investments in derivatives is being
fully and fairly described and illustrated in various disclo-
sure documents provided to fund shareholders and that
the language used to describe such risks is likely to be
understood by the average investor in the fund.

5. Are all of the fund's service providers effectively 
preventing the inappropriate use of non-public 
information that may be received in connection with 
its investment in derivatives? 
s

     

Are the adviser's and fund's (and to the extent 
necessary, other fund service providers) code of ethics 
and the related policies and procedures established to 
prevent inappropriate decision-making using non-
public information sufficiently broad, proactive and 
effective to monitor and manage information flows 
associated with the fund's investment in derivatives; 

s

  

Do codes of ethics fully address relevant compliance 
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with the federal securities laws by supervised persons 
in light of the possible additional sources of 
information and the types of information that will be 
needed to be an informed participant in the 
derivatives markets in which the fund is engaged; 

s

  

Does testing of access persons trading in their 
personal accounts reflect ways in which derivatives 
can be used to effect long and short positions in 
issuers to take advantage of advance knowledge of 
trading by the fund or announcements by issuers; 

s

  

Do policies and procedures established and 
implemented as required by Section 204A of the 
Advisers Act to prevent the inappropriate use of non-
public information reflect effectively both traditional 
and non-traditional sources of information that may 
come into the possession of access persons. 

6. Is the process used to measure and monitor 
liquidity/illiquidity of the fund's portfolio effective to 
ensure that the liquidity available is consistent with 
ongoing liquidity needs as measured by fund 
shareholders' purchase and redemption activity? 
s

   

Have the fund's service providers established and 
implemented a working definition of liquidity so 
everyone responsible knows what is to be measured 
and is using the same benchmark; 

s

  

Have policies been established regarding how 
frequently liquidity measures will be calculated and 
the situation evaluated; 

s

  

Have liquidity trigger points been established, using 
metrics such as various percentages of the portfolio   
in illiquid positions in relation to net redemption 
activity, that would require a review of the situation 
and perhaps changes in the portfolio to increase the 
amount of liquid assets available? 

7. Is the process for defining, measuring and monitoring
embedded or economic leverage associated with any of
the fund's positions in derivatives effective to ensure 
that the fund's aggregate exposure to leverage is      
consistent with risk disclosures made to fund        
shareholders and statutory limitations? 

s

   

Have the fund's service providers established working 
definitions of economic leverage for the various 
derivatives in which the fund invests; 

s

  

Is the amount of leverage to which the fund is exposed
and the related risks measured regularly and are these 
metrics evaluated for consistency with disclosures 
made to fund shareholders and are remedial actions 
taken as appropriate; 

s

  

Is economic (as well as any balance sheet) leverage 

assumed by the fund in its derivative positions being 
managed appropriately through the use of asset 
earmarking/segregated accounts to ensure the fund's 
compliance with statutory limitations? 

8. Are the values for the fund's positions used in
calculating its NAV reasonable in light of current   
market conditions? 
s

   

Do the processes used to value the fund's derivative 
positions, including the use of the fair value 
procedures adopted by the Board, provide substantial 
assurance that the value used each day for each 
derivative position held by the fund will reflect an 
amount the fund could reasonably expect to realize on 
that position in a closing transaction with a 
knowledgeable counterparty at the time daily NAV's 
are being determined; 

s

  

With the above stated goal of the fund's valuation 
process in mind, as a director I would want 
information about such specific factors as: 
ss

  

Source(s) of daily pricing information for 
derivative positions needed to calculate NAVs; 

ss

  

Tests applied to prices obtained from pricing 
services, dealer quotes and outputs of models to 
ensure that such prices are appropriate 

ss

  

If pricing information is obtained from a pricing 
service and the values are anything other than a 
pass-through of closing market prices, familiarity 
with their process for determining values given to 
the fund 

ss

  

If internal models are used to create prices, the 
factors and assumptions used by such models and
the periodic testing done to evaluate the 
appropriateness of the model inputs as well as the
algorithms used in the model 

ss

  

Secondary sources of pricing information 
s

  

Knowing that the Board is responsible for fair 
valuation procedures and that derivatives may require 
fair valuing, the Board will need to obtain detailed 
information about the factors affecting the value of 
each of the different types of derivatives the fund may 
hold and how those factors can be used to estimate 
fair values; 

s

  

I would also want to make sure that there was a 
regular flow of information coming to appropriate 
decision-makers regarding how the fund's fair value 
procedures are being used in practice and how 
accurate the fair values used are in estimating market 
values. In regard to accuracy of fair values, I would 
expect that a number of appropriate tests would be 
used to gauge such accuracy. The following are among 
the tests that could be used:
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ss

  

Comparing today's prices for each instrument to 
yesterday's price 

ss

  

Change in today's price for an instrument from 
yesterday's price compared to change from 
yesterday to today in a relevant index or for 
comparable instruments 

ss

  

Identifying instruments whose prices have not 
changed over a period of a week or so, especially 
in times of volatile markets 

ss

  

Comparing change in fund's NAV from one day to
the next to changes in one or more benchmarks to
which the fund compares its performance or that 
reflect activity in the market sectors in which the 
fund is active 

ss

  

Volatility in a fund's NAV from day to day and 
over longer periods in relation to volatility in 
observable market factors and in comparison to 
internal estimates and projections 

ss

  

Periodically closing out one or more positions that
have been fair valued for an extended period, 
using transactions that are otherwise consistent 
with investment decisions made for the fund's 
portfolio, to test the price realized upon close out 
to carrying value of the position in days leading up
to the closing transaction 

ss

  

Compare all prices realized in closing 
transactions with arms length counterparties with
previous day's carrying values and analyze 
differences for any pattern of skewing that 
suggests systematic over our under valuation 

ss

  

Compare prices fund uses to prices for the same 
instruments used by a prime broker or a counter-
party for a position 

ss

  

Analyze trade blotter to look for a pattern of 
transactions with one or more BDs that are 
sources of quotes used to price fund positions 
(sham transactions) that suggests an attempt by 
fund insiders to manage the valuations used by 
the fund 

s

  

In addition to forensic testing, a number of other 
compliance procedures are important to ensure prices 
used accurately reflect current market factors. In 
particular I would want information regarding the 
controls used to manage overrides of prices obtained 
from pricing services, broker quotes or output of fair 
value models and specific information regarding any 
pattern of overrides for specific derivatives held by the 
fund; 

s

  

Finally, I would want to understand the process used 
by the relevant service provider to properly classify 
each derivative position held by the fund on a 
financial reporting date into one of the 3 valuation 

tiers established by FASB 157 and whether written 
explanations of changes in Tier 3 exposures are 
accurate and understandable to the average reader?

9. Are operating processes used by the entities providing
back office services for the fund's derivative positions 
robust, produce timely results and have sufficient 
depth to handle unexpected events and spikes in    
activity? 
s

   

Have all back office service providers such as 
administrators, pricing agents, and custodians 
established and implemented effective policies and 
procedures that address every aspect of the services 
they provide to the fund; 

s

  

Do these service providers use relevant tests to 
measure the level and quality of their services and are 
the results of these tests available to the fund's CCO 
for oversight and monitoring purposes; 

s

  

Have these service providers established effective 
processes for anticipating the occurrence of disruptive
events and established backup plans and alternatives 
for handling the impact of these disruptive events. 

10. Are the compliance procedures of the fund and its 
service providers effectively managing all material 
compliance risks regarding the fund's investments in 
derivatives and include a menu of testing for           
compliance in critically important areas? 
As a fund director and knowing that the Board is      
responsible for reviewing and approving the compliance 
policies and procedures of its service providers:
s

    

I would want to make sure the board focuses specific 
attention on those policies and procedures that are 
used to control critical activities regarding the fund's 
investments in derivatives such as information flows, 
liquidity, leverage and valuation; 

s

  

I would devote specific attention to the forensic tests 
used to make sure such policies and procedures have 
been implemented effectively and that appropriate 
follow-up and corrective actions are taken regarding 
shortfalls and compliance breaches identified in 
exception and other compliance-related reports. 

11. What role does the fund's CCO have in monitoring the
fund's exposure to derivatives and how can the CCO 
be used most effectively as the “eyes and ears” of the 
Board in regard to overseeing the risks associated with
the fund's investments in derivatives and ensuring that
such risks are consistent with disclosures to and   
expectations of the fund's shareholders? 
As a fund director I would engage in a continuing dialogue
with the fund's CCO regarding how the CCO, giving due
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regard for all of the other responsibilities that come with
the position, can assist the Board in effectively monitoring
the fund's investments in derivatives, including the risks it
is taking, the returns being earned for assuming those risks
and how these risks and returns can most effectively be
communicated to fund shareholders.

12. What information regarding the fund's exposure to 
derivatives' risks and returns will the Board get on a 
regular basis and what information should it get on an
exception basis to keep it informed regarding the 
fund's investment in derivatives? 
s

   

As a fund director, I do not want to micro-manage the 
fund's investments in derivatives. However,
recognizing that such investments can create a 
significant risk exposure for fund shareholders I would
want either to receive or, at least, have access to 
reports prepared for other persons that would give the 
Board the information it needs to effectively oversee 
the fund's investments in derivatives in a manner that 
is likely to be consistent with the expectations of fund 
shareholders. 

s

  

Examples of information for a fund investing in 
derivatives I would want to have access to on a 
regular basis (weekly /monthly), perhaps in the form of
“dashboard reports” delivered in paper format or 
available in an on-line space on the group's internal 
web site, include the following: 
ss

  

Average daily gross and net assets 
ss

  

Average of daily assets in illiquid positions as a 
percentage of daily net assets 

ss

  

Average of daily assets earmarked or in segregated
accounts for Section 18 purposes as a percentage 
of daily net assets 

ss

  

Average daily net sales/redemptions as a 
percentage of net assets 

ss

  

Number of days during period in which the 
change from the previous day's NAV per share 
exceeded the per share value at risk for that 
period 

ss

  

Total return for the period compared to total 
return for the period on a relevant market index 

ss

  

Average daily total amount of assets for which fair 
value was used in calculating NAV as a 
percentage of average daily gross assets 

s

  

In addition to a regular flow of information as 
described above, I would have standing instructions 
with the fund's CCO and its service providers that I 
will want to be informed regarding unusual or 
exceptional matters that may arise regarding the 
fund's investments in derivatives. Examples of such 

matters could include, failure of a counterparty to a 
position held by the fund to perform as required; 
significant operational or control breach at a service 
provider; pricing model unraveling requiring a change 
in fair value procedures; and a sudden, material 
change in a measure that is otherwise reported to the 
Board on a periodic basis. 

Conclusion

I appreciate that many of the questions I've thrown out here
today raise complex and difficult issues; often, they'll require
different answers in different situations. But as a director, I
would want to recognize that the potential benefits of invest-
ing in derivatives may quickly dissolve into disaster. I would
want to understand those risks, be assured that the fund's serv-
ice providers understood those risks, and have seen that appro-
priate processes and systems were put in place to manage,
monitor, and mitigate those risks. Only then would I feel com-
fortable in exposing the fund and its shareholders to deriva-
tives.

FRB – Speech by Governor
Frederic S. Mishkin at the Risk
USA 2007 Conference in New
York on November 5, 2007.

Background

On November 5, 2007, Federal Reserve Board Governor
Frederic S. Mishkin provided a speech to the attendees of the
Risk US Conference in New York. In his speech Governor
Mishkin discussed financial instability and monetary policy,
including various risks associated with the current environ-
ment. While the majority of his comments discuss the current
situation in the mortgage industry, the risks discussed must be
considered when making any investment decision for fiduciary
accounts. Below are the comments from Governor Mishkin’s
speech.

Information 

Financial Instability and Monetary Policy: After operating
for years under very favorable conditions and ample liquidity,
financial markets came under stress last summer and have not
yet fully recovered. This ongoing episode has reminded
investors and policymakers alike that financial instability, if
allowed to develop fully, could have severely negative conse-
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quences not only for the functioning of financial markets but
also, importantly, for the macroeconomic prospects of our
country as well as others. It is this connection with the real
side of the economy that makes financial stability a central
concern for me and my colleagues at the Federal Reserve and
at other central banks around the world.

Policymakers, particularly those in a central bank, are faced
with the questions of what they should do to prevent financial
instability and what their responses should be when financial
instability threatens to compromise economic performance. To
start answering these questions, we must first understand the
nature of financial instability and how it might affect the
macroeconomy.

The Nature of Financial Instability: The financial system
performs the function of efficiently channeling funds to indi-
viduals or corporations with worthy investment opportunities.
If shocks interfere with the information flows that are neces-
sary for a smooth functioning of the financial system, the sys-
tem can be disrupted and financial instability can arise. By dis-
rupting the flow of credit, financial instability, in turn, becomes
a threat to economic performance. 

The information that is necessary for the efficient functioning
of the financial system is by its nature asymmetric:  Often, one
party to a financial contract (typically the lender) has much
less accurate information about the outcome of an investment
than does the other party (typically the borrower). As I have
explained in more detail in a recent speech, such asymmetry
leads to two prominent difficulties for the functioning of the
financial system:  adverse selection and moral hazard.

Adverse selection arises when investments that are most likely
to produce an undesirable (adverse) outcome are the most like-
ly to be financed (selected). For example, investors who intend
to take on large amounts of risk are the most likely to be will-
ing to seek out loans because they know that they are unlikely
to pay them back. Moral hazard arises because a borrower has
incentives to invest in high-risk projects, in which the borrow-
er does well if the project succeeds but the lender bears most
of the loss if the project fails.

Historically, banking institutions and other financial interme-
diaries have played a major role in reducing the asymmetry of
information because they are well placed to collect information
from borrowers and to engage in long-term relationships with
clients. In more recent times, improved transparency and
financial innovation – in the form of new financial products as
well as new types of institutions that have become active in
markets – have also contributed to the efficient flow of infor-
mation across the system. The continuity of this flow helps
keep adverse selection and moral hazard in check and is cru-

cial to the process of price discovery – that is, the ability of mar-
kets to collect information and properly evaluate the worth of
financial assets.

During periods of financial distress, information flows may be
disrupted, and price discovery may be impaired. The high risk
spreads and reluctance to purchase assets that are characteris-
tic of such episodes are natural responses to the increased
uncertainty resulting from the disruption of information  Two
types of risks are particularly important for understanding
financial instability. The first is what I will refer to as valuation
risk:  The market, realizing the complexity of a security or the
opaqueness of its underlying creditworthiness, finds it has
trouble assessing the value of the security. For example, this
sort of risk has been central to the repricing of many struc-
tured-credit products during the turmoil of the past few
months, when investors have struggled to understand how
potential losses in subprime mortgages might filter through the
layers of complexity that such products entail.

The second type of risk that I consider central to the under-
standing of financial stability is what I call macroeconomic risk
– that is, an increase in the probability that a financial disrup-
tion will cause significant deterioration in the real economy.
Because economic downturns typically result in even greater
uncertainty about asset values, such episodes may involve an
adverse feedback loop whereby financial disruptions cause
investment and consumer spending to decline, which, in turn,
causes economic activity to contract. Such contraction then
increases uncertainty about the value of assets, and, as a result,
the financial disruption worsens. In turn, this development
causes economic activity to contract further in a perverse
cycle.

Deterioration of balance sheets during a recession can also
intensify problems of adverse selection and moral hazard
because it removes an important channel through which infor-
mation asymmetries are mitigated – the use of collateral. If a
borrower defaults on a loan backed by collateral, the effects of
the adverse selection problem are less severe because the
lender can take title to the collateral and thus make up for the
loss. In addition, the threat of losing the collateral gives the
borrower more incentives not to take unmanageable risks that
might ultimately lead to a default, and it thus reduces the
moral hazard problem. These mechanisms work only as long as
the collateral is of sufficient quality; during macroeconomic
downturns, the value of collateral may fall, problems of adverse
selection and moral hazard again become central, and lenders
become much less willing to lend. Again, these events can
result in an adverse feedback loop.

Shocks of various natures can interfere with the information
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flow in financial markets and thereby precipitate financial
instability through valuation and macroeconomic risk.
Historical examples of such shocks include higher interest
rates, problems in the banking sector, increases in uncertainty,
and asset market effects on balance sheets. Of those, the last
two appear to have been especially prominent in the ongoing
episode of financial instability.

Interpreting the Recent Episode of Financial Instability:
One could argue that the valuation of financial products
backed by mortgages and corporate loans has always been
uncertain, as the ability of borrowers to repay their debt ulti-
mately depends on the performance of the economy. Yet, espe-
cially in very recent years, investors appeared to be less con-
cerned about macroeconomic uncertainty or about the atten-
dant problems of adverse selection and moral hazard inherent
in asset-backed products. Thus, abundant credit flowed cheap-
ly to borrowers regardless of the risks involved.

However, beginning in the spring and continuing to the pres-
ent time, a considerable amount of uncertainty has surround-
ed markets' valuations of many structured-finance products –
part of the flurry of innovative financial instruments that have
become popular among market participants in recent years.
Generally, increased uncertainty in financial markets makes it
harder for lenders to screen good credit risks from bad and ulti-
mately makes information more asymmetric, thereby possibly
exacerbating the adverse selection problem. Consequently,
lenders may become less willing to lend, and that reluctance
may lead to a decline in investment and aggregate activity.
During the recent turmoil, the opaqueness of structured-cred-
it products contributed to market uncertainty until investors in
those products (who were ultimately lenders to households
and corporations) withdrew from the market and left borrow-
ers without an important source of credit.

In the housing market, where price appreciation has slowed or
even turned to depreciation in many areas, delinquencies and
defaults have risen of late, especially in the variable-rate sub-
prime sector. In addition, the decline in house prices has
induced a clear deterioration in the collateral behind home
mortgages. As a consequence, lenders have responded by tight-
ening standards and terms and, ultimately, by reducing credit.

Similarly, the collateral offered by many financial institutions
to back the borrowing they needed to finance their operations
also became questionable. As a result, these institutions found
credit much more difficult to obtain, or much more costly, or
both. Funding difficulties for financial institutions clearly have
the potential to turn into tighter credit conditions for house-
holds and nonfinancial businesses alike.

The Role of the Federal Reserve: Against this backdrop, what
role should the Federal Reserve perform to pursue its objec-
tives?  To answer this question, we must first understand exact-
ly what those objectives are. The Federal Reserve was created
by the Congress in 1913 to provide an effective backstop
against the recurring episodes of financial panic that were rel-
atively frequent at the time. Even so, the interest of the
Congress was not financial stability per se. Rather, the
Congress was concerned that financial panics were often fol-
lowed by sharp contractions in economic activity, and it recog-
nized that a stabilization of the financial system would lead to
a stabilization of the whole U.S. economy.

Originally, the preamble to the Federal Reserve Act of 1913
stated that the Federal Reserve System was created “to furnish
an elastic currency, to afford means of rediscounting commer-
cial paper, to establish a more effective supervision of banking
in the United States, and for other purposes.”  Later, in 1977,
the Congress amended the act to introduce macroeconomic
objectives explicitly. Accordingly, it stated that “the Board of
Governors of the Federal Reserve System and the Federal
Open Market Committee shall maintain long run growth of
the monetary and credit aggregates commensurate with the
economy's long run potential to increase production, so as to
promote effectively the goals of maximum employment, stable
prices, and moderate long-term interest rates.”   Because long-
term interest rates can remain low only in a stable macroeco-
nomic environment, these goals are often referred to as the
dual mandate – that is, the Federal Reserve seeks to promote
the two coequal objectives of maximum employment and price
stability. But although the main interests of the Federal
Reserve are macroeconomic in nature, well-functioning finan-
cial markets are ancillary to good economic performance.
Conversely, financial instability can compromise economic
growth and price stability. Because of this intimate connection
with economic performance, the Federal Reserve has a clear
interest in promoting the stability of financial markets.

The Federal Reserve has various tools at its disposal to promote
financial stability. In a speech two weeks ago, I discussed its
role as a liquidity provider. Today, I will instead focus on how
monetary policy can be used as an effective instrument to keep
markets stable and to counter the macroeconomic effects of a
system that has become unstable.

As a general principle, a sound monetary policy is one that will
foster the objectives of price stability and maximum sustain-
able employment. Such a policy can make financial instability
less likely. In my view, the reason that this is so resides once
again in the informational asymmetries that pervade our finan-
cial system. For example, in an economy that experiences
severe swings in output growth, lenders will be more reluctant
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to lend and will demand higher interest rates because of the
higher risks that borrowers will default. But this situation is
likely to exacerbate the adverse selection problem, as only
riskier borrowers will be willing to take out loans at higher
interest rates. Similarly, in an environment of high inflation,
lenders will not be willing to lend for long periods. Debt con-
tracts will then tend to have short maturities, thereby increas-
ing the system's exposure to cash flow and liquidity problems. 

Financial instability, however, can arise even if macroeconomic
fundamentals are good and monetary policy is sound, simply
because of shocks that are unforeseen by policymakers or that
cannot be prevented from occurring. In this case, monetary poli-
cy can also be useful because it can help forestall the negative
macroeconomic consequences of financial instability. An easier
monetary policy provides a direct stimulus to the economy, as it
generally leads to lower interest rates across the term structure.
Lower rates reduce the cost of capital for borrowers and therefore
encourage investment. They also generally boost asset prices,
thereby increasing wealth and encouraging consumer spending.

Researchers have also identified other channels through which
monetary policy is effective. One important one is the credit
channel. The credit-channel view holds that monetary policy
has additional effects because interest rate decisions influence
the cost and availability of credit by more than would be implied
by the associated movement in risk-free interest rates (Bernanke
and Gertler, 1995; Bernanke, 2007a).For example, an easier
monetary policy strengthens the balance sheets of borrowers.
This stronger financial position, in turn, enables the borrower to
reduce its potential conflict of interest with the lender, either
because the borrower is able to self-finance a greater share of its
investment projects, or because it can offer more or better col-
lateral to guarantee its liabilities. As a result, firms and house-
holds will find it easier to increase their spending.

In addition to having beneficial macroeconomic effects, mon-
etary policy can also help directly restore stability in financial
markets after a period of financial instability. As we have seen,
financial instability can basically be viewed as a disruption of
information; therefore, its resolution requires a restoration of
information flows. Monetary policy can contribute to this
process by minimizing market uncertainty.

I noted a moment ago that periods of financial instability are
characterized by valuation risk and macroeconomic risk.
Monetary policy cannot have much influence on the former,
but it can certainly address the latter – macroeconomic risk. By
cutting interest rates to offset the negative effects of financial
turmoil on aggregate economic activity, monetary policy can
reduce the likelihood that a financial disruption might set off
an adverse feedback loop. The resulting reduction in uncer-

tainty can then make it easier for the markets to collect the
information that enables price discovery and to hasten the
return to normal market functioning. 

To achieve this result most effectively, monetary policy needs
to be timely, decisive, and flexible. Quick action is important
for a central bank once it realizes that an episode of financial
instability has the potential to set off a perverse sequence of
events that pose a threat to its core objectives. Waiting too long
to ease policy in such a situation would only risk a further dete-
rioration in macroeconomic conditions and thus would
arguably only increase the amount of easing that would even-
tually be needed. 

Decisive action is also important. In circumstances when the
risk of particularly bad economic outcomes is very real, a cen-
tral bank may want to buy some insurance and, so to speak,
“get ahead of the curve” – that is, ease policy more than it oth-
erwise would have simply on the basis of its modal economic
outlook. However, because monetary policy makers can never
be certain of the amount of policy easing that is needed to fore-
stall the adverse effects of disruptions in financial markets,
decisive policy actions may, from time to time, go too far and
thus produce unwelcome inflationary pressures. That's why I
said that flexibility is also an important characteristic of mone-
tary policy during a time of financial turmoil. If, in their quest
to reduce macroeconomic risk, policymakers overshoot and
ease policy too much, they need to be willing to expeditiously
remove at least part of that ease before inflationary pressures
become a threat. 

Some may see a monetary policy that actively addresses
episodes of financial instability along the lines that I have just
described as promoting excessive risk-taking and thus increas-
ing the probability of future crises. In other words, such a pol-
icy might appear to create some moral hazard problems of its
own. I question, however, the validity of this view. As I pointed
out earlier, the Federal Reserve has a mandate from the
Congress to promote maximum employment and stable prices,
and it will choose its monetary policy actions so as to best meet
that mandate. That said, as pointed out recently by Chairman
Bernanke, it is not the responsibility of the Federal Reserve –
nor would it be appropriate – to protect lenders and investors
from the consequences of their financial decisions (Bernanke,
2007b). Indeed, the Federal Reserve can hardly insulate
investors from risk, even if it wished to do so. And the fact that
investors who misjudged the risks they were taking lost money
over the past few months as well as during most other episodes
of financial turmoil, independently of the monetary policy
actions taken by the Federal Reserve, certainly corroborates
this argument.  The point is that, although the Federal Reserve
can and should offset macroeconomic risk with monetary pol-
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icy decisions, investors remain responsible for dealing with val-
uation risk. Indeed, monetary policy is and should be power-
less in that respect. It is solely the responsibility of market par-
ticipants to do the hard work of price discovery and to ascer-
tain and manage the risks involved in their investments. 

The Federal Reserve's Recent Monetary Policy Decisions:
What I just said should serve as a framework for understand-
ing the recent decisions of the Federal Reserve to ease policy,
first by 50 basis points on September 18 and then by another
25 basis points last week. The first action was larger than mar-
kets expected at the time – indeed, quotes from the federal
funds futures market as well as survey data indicated that most
investors had anticipated a cut of only 25 basis points in the
target federal funds rate ahead of that meeting.  As reported in
the minutes, the Federal Open Market Committee (FOMC)
judged that a policy easing of 50 basis points was appropriate
to help offset the effects of tighter financial conditions on the
economic outlook. Had the FOMC not eased policy, it would
have faced a risk that the tightening of credit conditions and an
intensifying housing correction would lead to significant broad-
er weakness in output and employment. In addition, it would
have faced the possibility that the impaired functioning of
financial markets would persist for some time or worsen, which
would create an adverse feedback loop not dissimilar to what I
earlier called macroeconomic risk. The cut of 50 basis points
at that meeting was the most prudent action from a macroeco-
nomic standpoint, even given the Federal Reserve's objective
of price stability. Indeed, with economic growth likely to run
below its potential for a while and with incoming inflation data
to the favorable side, the easing of policy, even if substantial,
seemed unlikely to affect adversely the outlook for inflation. 

It should be clear at this point that the FOMC's decision was
made purely on macroeconomic grounds – that is, policy was
eased solely to offset macroeconomic risk. The changed policy
stance would not have interfered with the ongoing adjustments
in the pricing of financial instruments – that is, the policy
action, even if larger than investors had expected, would not
have had any effects on valuation risk. 

The response of the markets to the easing of monetary policy
in September was encouraging. Financial market functioning
improved after the decision was announced, an outcome that
partially allayed the risks of a coming credit crunch and thus
suggested that macroeconomic risk may have been reduced.
Still, conditions in several markets remained strained. In part,
those tensions certainly reflected the fact that valuation risk
was still substantial and would not be reduced quickly.  Indeed,
the process of price discovery is ongoing, and it will likely be
some time before it is completed. 

At the FOMC meeting last week, the federal funds rate target
was lowered by another 25 basis points. Our economy grew at
a solid pace in the third quarter and was boosted importantly
by personal consumption and business expenditures, an indi-
cation of considerable underlying strength in spending before
the recent financial turbulence. However, the pace of eco-
nomic expansion is expected to slow in the near term, largely
because of the intensification of the housing correction. The
combined 75 basis points of policy easing put in place at the
past two meetings should help forestall some of the adverse
effects on the broader economy that might otherwise arise
from the disruptions in financial markets and should help pro-
mote moderate growth over time.

Going into the meeting, I was comforted by the lack of direct
evidence to-date of serious spillovers of the housing weakness
and of tighter credit conditions on the broader economy. But
with an unchanged policy interest rate, I saw downside risks to
the outlook for growth. I was mindful, in particular, of the risk
that still-fragile financial markets could be particularly exposed
to potential adverse news on the housing situation, or on the
macroeconomy more generally, and that renewed strains in
financial markets could feed back adversely on economic per-
formance. My vote to ease policy at the meeting was motivated
by my wish to reduce those risks. The FOMC perhaps could
have waited for more clarity and left policy unchanged last week,
but I believe that the potential costs of inaction outweighed the
benefits, especially because, should the easing eventually appear
to have been unnecessary, it could be removed.

In voting to ease policy, I carefully considered the effect of that
decision on our other objective – price stability. I reasoned that
the anticipated softening of economic growth and perhaps the
emergence of some slack in the labor market might reduce
those pressures, and I judged that a cut of 25 basis points in
the target federal funds rate would not materially alter that
modal outlook. However, I recognized the risk that, even if
readings on core inflation have improved modestly this year,
recent increases in energy and commodity prices, among other
factors, may put renewed upward pressure on inflation.
Consequently, in considering appropriate future adjustments
to policy, I will monitor inflation developments carefully.

Overall, I think that the cumulative policy easing the FOMC
put in place at its past two meetings reduced significantly the
downside risks to growth so that those risks are now balanced
by the upside risks to inflation. In these circumstances, I will
want to carefully assess incoming data and gauge the effects of
financial and other developments on economic prospects
before considering further policy action. As always, my col-
leagues on the FOMC and I will act to foster our dual objec-
tives of price stability and sustainable economic growth.
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Conclusions

As I have argued here, under the mandate it has been given by
the Congress, the Federal Reserve has a responsibility to take
monetary policy actions to minimize the damage that financial
instability can do to the economy. I hope I was clear in com-
municating to you that policies to achieve this goal are
designed to help Main Street and not to bail out Wall Street.
Pursuing such policies does help financial markets recover
from episodes of financial instability, and so it can help lift
asset prices. But this does not mean that market participants
who have been overly optimistic about their assessment of risk
don't pay a high price for their mistakes. They have, and that is
exactly what should happen in a well-functioning economy –
which, after all, is what the Federal Reserve is seeking to pro-
mote.

EBSA:  Testimony before House
Ways and Means Committee on
401(k) Fee Disclosure

Background

On October 30, 2007, Bradford P. Campbell, Assistant
Secretary of Labor for employee benefits security, testified
before the U.S. House of Representatives Ways and Means
Committee in support of improved disclosure of 401(k) fees
and expenses. 

Campbell’s testimony focused on the Labor Department’s
three regulatory initiatives for expanding disclosure require-
ments to provide participants, plan fiduciaries and the public
with better information about plan fees and expenses. His tes-
timony described the department’s significant progress to date
in the regulatory arena and highlighted its enforcement activi-
ties, which have resulted in more than $64 million in monetary
results from 401(k) investigations. 

Campbell told the committee that the Labor Department has
the authority under current law to require additional disclo-
sure. Campbell said that the department expects to issue final
regulations addressing disclosures to the public, and will be
proposing within several months regulations addressing specif-
ic and comprehensive disclosures to plan fiduciaries by service
providers. Furthermore, the department expects to issue a pro-
posed regulation requiring disclosure by plans to participants
this winter.  Below are comments from his testimony.

Information

Introductory Remarks: Good morning Chairman Rangel,
Ranking Member McCrery, and Members of the Committee.
Thank you for inviting me to discuss plan fees, the Department
of Labor’s role in overseeing plan fees, and proposals to
increase transparency and disclosure of plan fee and expense
information. I am Bradford Campbell, the Assistant Secretary
of Labor for the Employee Benefits Security Administration
(EBSA). I am proud to be here today representing the
Department of Labor and EBSA. Our mission is to protect the
security of retirement, health and other employee benefits for
America’s workers, retirees and their families, and to support
the growth of our private benefits system.

Ensuring the security of retirement benefits is a core mission
of EBSA, and one of this Administration’s highest priorities.
Excessive fees can undermine retirement security by reducing
the accumulation of assets. It is therefore critical that plan par-
ticipants directing the investment of their contributions, and
plan fiduciaries charged with the responsibility of prudently
selecting service providers and paying only reasonable fees and
expenses, have the information they need to make appropriate
decisions.

That is why the Department began a series of regulatory initia-
tives in 2006 to expand disclosure requirements in three dis-
tinct areas:
s

          

Disclosures by plans to participants to assist in making
investment decisions; 

s

  

Disclosures by service providers to plan fiduciaries to 
assist in assessing the reasonableness of provider 
compensation and potential conflicts of interest; and 

s

  

More efficient, expanded fee and compensation 
disclosures to the government and the public through 
a substantially revised, electronically filed Form 5500 
Annual Report. 

Each of these projects addresses different disclosure needs,
and our regulations will be tailored to ensure that appropriate
disclosures are made in a cost effective manner. For example,
participants are unlikely to find useful extensive disclosure
documents written in “legalese”—instead, it appears from
comments we received thus far that participants want concise
and readily understandable comparative information about
plan costs and their investment options. By contrast, plan fidu-
ciaries want detailed disclosures in order to properly carry out
their duties under the law, enabling them to understand the
nature of the services being provided, all fees and expenses
received for the services, any conflicts of interest on the part of
the service provider, and any indirect compensation providers
may receive in connection with the plan’s business.
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We have made significant progress on these projects. We will
be issuing a final regulation requiring additional public disclo-
sure of fee and expense information on the Form 5500 within
the next few weeks. In the next several months we will publish
a proposed regulation requiring specific and comprehensive
disclosures to plan fiduciaries by service providers. We also
concluded a Request for Information seeking the views of the
interested public on issues surrounding disclosures to partici-
pants. We are currently evaluating the comments received
from consumer groups, plan sponsors, service providers and
others as we develop a proposed regulation.

The Employee Retirement Income Security Act of 1974
(ERISA) provides the Secretary with broad regulatory authori-
ty, enabling the Department to pursue these comprehensive
disclosure initiatives without need for a statutory amendment.
The regulatory process currently underway ensures that all
voices and points of view will be heard and provides an effec-
tive means of resolving the many complex and technical issues
presented. I hope that as Congress considers this issue, it rec-
ognizes the Department’s existing statutory authority and takes
no action that could disrupt our current efforts to provide these
important disclosures to workers. My testimony today will dis-
cuss in more detail the Department’s activities related to plan
fees. Also, I will describe the Department’s regulatory and
enforcement initiatives focused on improving the transparency
of fee and expense information for both plan fiduciaries and
participants.

Overview: EBSA is responsible for administering and enforc-
ing the fiduciary, reporting, and disclosure provisions of Title I
of ERISA. EBSA oversees approximately 683,000 private pen-
sion plans, including 419,000 participant-directed individual
account plans such as 401(k) plans, and millions of private
health and welfare plans that are subject to ERISA.
Participant-directed individual account plans under our juris-
diction hold over $2.2 trillion in assets and cover more than
44.4 million active participants. Since 401(k)-type plans began
to proliferate in the early 1980s, the number of employees
investing through these types of plans has grown dramatically.
The number of active participants has risen almost 500 per-
cent since 1984 and has increased by 11.4 percent since 2000. 

EBSA employs a comprehensive, integrated approach encom-
passing programs for enforcement, compliance assistance,
interpretive guidance, legislation, and research to protect and
advance the retirement security of our nation’s workers and
retirees. 

Title I of ERISA establishes standards of fiduciary conduct for
persons who are responsible for the administration and man-

agement of benefit plans. It also establishes standards for the
reporting of plan related financial and benefit information to
the Department, the IRS and the PBGC, and the disclosure of
essential plan related information to participants and benefici-
aries.

The Fiduciary’s Role: ERISA requires plan fiduciaries to dis-
charge their duties solely in the interest of plan participants
and beneficiaries, and for the exclusive purpose of providing
benefits and defraying reasonable expenses of plan administra-
tion. In discharging their duties, fiduciaries must act prudent-
ly and in accordance with the documents governing the plan.
If a fiduciary’s conduct fails to meet ERISA’s standards, the
fiduciary is personally liable for plan losses attributable to such
failure.

ERISA protects participants and beneficiaries, as well as plan
sponsors, by holding plan fiduciaries accountable for prudent-
ly selecting plan investments and service providers. In carrying
out this responsibility, plan fiduciaries must take into account
relevant information relating to the plan, the investments avail-
able under the plan, and the service provider, and are specifi-
cally obligated to consider fees and expenses.

ERISA prohibits the payment of fees to service providers
unless the services are necessary and provided pursuant to a
reasonable contract, and the plan pays no more than reason-
able compensation. Thus, plan fiduciaries must ensure that
fees paid to service providers and other expenses of the plan
are reasonable in light of the level and quality of services pro-
vided. Plan fiduciaries must also be able to assess whether rev-
enue sharing or other indirect compensation arrangements cre-
ate conflicts of interest on the part of the service provider that
might affect the quality of the services to be performed. These
responsibilities are ongoing. After initially selecting service
providers and investments for their plans, fiduciaries are
required to monitor plan fees and expenses to determine
whether they continue to be reasonable and whether there are
conflicts of interest.

EBSA’s Compliance Assistance Activities: EBSA assists plan
fiduciaries and others in understanding their obligations under
ERISA, including the importance of understanding service
provider fees and relationships, by providing interpretive guid-
ance and making related materials available on its Web site.
One such publication developed by EBSA is Understanding
Retirement Plan Fees and Expenses, which provides general
information about plan fees and expenses. In conjunction with
the Securities and Exchange Commission, we also developed a
fact sheet, “Selecting and Monitoring Pension Consultants –
Tips for Plan Fiduciaries.”  This fact sheet contains a set of
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questions to assist plan fiduciaries in evaluating the objectivity
of pension consultant recommendations.

EBSA also has made available on its Web site a model “401(k)
Plan Fee Disclosure Form” to assist fiduciaries of individual
account pension plans when analyzing and comparing the
costs associated with selecting service providers and invest-
ment products. This form is the product of a coordinated effort
of the American Bankers Association, Investment Company
Institute, and the American Council of Life Insurers.

To help educate plan sponsors and fiduciaries about their obli-
gations under ERISA, EBSA conducts numerous educational
and outreach activities. Our campaign, “Getting It Right –
Know Your Fiduciary Responsibilities,” includes nationwide
educational seminars to help plan sponsors understand the
law. The program focuses on fiduciary obligations, especially
related to the importance of selecting plan service providers
and the role of fee and compensation considerations in that
selection process. EBSA has conducted 21 fiduciary education
programs since May 2004 in different cities throughout the
United States. EBSA also has conducted 49 health benefits
education seminars, covering nearly every state, since 2001.
Beginning in February 2005, these seminars added a focus on
fiduciary responsibilities. EBSA will continue to provide semi-
nars in additional locations under each program.

Disclosures to Participants Under the Current Law: ERISA
currently provides for a number of disclosures aimed at pro-
viding participants and beneficiaries information about their
plans’ investments. For example, information is provided to
participants through summary plan descriptions and summary
annual reports. Under the Pension Protection Act of 2006,
plan administrators are required to automatically furnish pen-
sion benefit statements to plan participants and beneficiaries.
The Department issued Field Assistance Bulletins in
December 2006 and in October 2007 to provide initial guid-
ance on complying with the new statutory requirements.
Statements must be furnished at least once each quarter, in
the case of individual account plans that permit participants to
direct their investments, and at least once each year, in the
case of individual account plans that do not permit partici-
pants to direct their investments. Other disclosures, such as
copies of the plan documents, are available to participants on
request.

Additional disclosures may be required by the Department’s
rules concerning whether a participant has “exercised control”
over his or her account. ERISA section 404(c) provides that
plan fiduciaries are not liable for investment losses which
result from the participant’s exercise of control. A number of

conditions must be satisfied, including that specified informa-
tion concerning plan investments must be provided to plan
participants. Information fundamental to participants’ invest-
ment decisions must be furnished automatically. Additional
information must be provided on request.

EBSA Participant Education and Outreach Activities:
EBSA is committed to assisting plan participants and benefi-
ciaries in understanding the importance of plan fees and
expenses and the effect of those fees and expenses on retire-
ment savings. EBSA has developed educational brochures and
materials available for distribution and through our Web site.
EBSA’s brochure entitled A Look at 401(k) Plan Fees for
Employees is targeted to participants and beneficiaries of
401(k) plans who are responsible for directing their own
investments. The brochure answers frequently asked ques-
tions about fees and highlights the most common fees, and is
designed to encourage participants to make informed invest-
ment decisions and to consider fees as a factor in decision
making. Last fiscal year, EBSA distributed over 5,400 copies of
this brochure, and over 46,000 visitors viewed the brochure on
our Web site.

More general information is provided in the publications, What
You Should Know about Your Retirement Plan and Taking the
Mystery out of Retirement Planning. In the same period, EBSA
distributed over 86,000 copies of these two brochures, and
almost 102,000 visitors viewed these materials on our Web site.
EBSA’s Study of 401(k) Plan Fees and Expenses, which describes
differences in fee structures faced by plan sponsors when they
purchase services from outside providers, is also available.

Regulatory Initiatives: EBSA currently is pursuing three ini-
tiatives to improve the transparency of fee and expense infor-
mation to participants, plan sponsors and fiduciaries, govern-
ment agencies and the public. We began these initiatives, in
part, to address concerns that participants are not receiving
information in a format useful to them in making investment
decisions, and that plan fiduciaries are having difficulty getting
needed fee and compensation arrangement information from
service providers to fully satisfy their fiduciary duties. The
needs of participants and plan fiduciaries are changing as the
financial services industry evolves, offering an increasingly
complex array of products and services.

Disclosures to Participants - EBSA currently is devel-
oping a proposed regulation addressing required disclosures to
participants in participant-directed individual account plans.
This regulation will ensure that participants have concise,
readily understandable information they can use to make
informed decisions about the investment and management of
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their retirement accounts. Special care must be taken to
ensure that the benefits to participants and beneficiaries of any
new requirement outweigh the compliance costs, given that
any such costs are likely to be charged against the individual
accounts of participants.

On April 25, 2007, the Department published a Request for
Information to gather data to develop the proposed regulation.
The Request for Information invited suggestions from plan
participants, plan sponsors, plan service providers, consumer
advocates and others for improving the current disclosures
applicable to participant-directed individual account plans and
requested analyses of the benefits and costs of implementing
such suggestions.  The Department specifically invited com-
ment on the recommendation of the Government
Accountability Office that plans be required to provide a sum-
mary of all fees that are paid out of plan assets or directly by
participants, as well as other possible approaches to improving
the disclosure of plan fee and expense information.

In connection with this initiative, EBSA is also working with
the Securities and Exchange Commission to develop a frame-
work for disclosure of information about fees charged by finan-
cial service providers, such as mutual funds, that would be
more easily understood by participants and beneficiaries.
Improved mutual fund disclosure would assist plan partici-
pants and beneficiaries because a large proportion of 401(k)
plan assets are invested in mutual fund shares. We are working
closely with the SEC to ensure that the disclosure require-
ments under our respective laws are complementary.

We are hopeful that improved fee disclosure will assist plan
participants and beneficiaries in making more informed deci-
sions about their investments. Better disclosure could also lead
to enhanced competition between financial service providers
which could lead to lower fees and enhanced services.

Disclosures to Plan Fiduciaries - EBSA will soon be
issuing a proposed regulation amending its current regulation
under ERISA section 408(b)(2) to clarify the information fidu-
ciaries must receive and service providers must disclose for
purposes of determining whether a contract or arrangement is
“reasonable,” as required by ERISA’s statutory exemption for
service arrangements. Our intent is to ensure that service
providers entering into or renewing contracts with plans dis-
close to plan fiduciaries comprehensive and accurate informa-
tion concerning the providers’ receipt of direct and indirect
compensation or fees and the potential for conflicts of interest
that may affect the provider’s performance of services. The
information provided must be sufficient for fiduciaries to make
informed decisions about the services that will be provided,
the costs of those services, and potential conflicts of interest.

The Department believes that such disclosures are critical to
ensuring that contracts and arrangements are “reasonable”
within the meaning of the statute. This proposed regulation
currently is under review within the Administration.

Disclosures to the Public - EBSA will soon promulgate
a final regulation revising the Form 5500 Annual Report filed
with the Department to complement the information obtained
by plan fiduciaries as part of the service provider selection or
renewal process.  The Form 5500 is a joint report for the
Department of Labor, Internal Revenue Service and Pension
Benefit Guaranty Corporation that includes information about
the plan’s operation, funding, assets, and investments. The
Department collects information on service provider fees
through the Form 5500 Schedule C.

Consistent with recommendations of the ERISA Advisory
Council Working Group, the Department published, for pub-
lic comment, a number of changes to the Form 5500, includ-
ing changes that would expand the service provider informa-
tion required to be reported on the Schedule C. The proposed
changes more specifically define the information that must be
reported concerning the “indirect” compensation service
providers received from parties other than the plan or plan
sponsor, including revenue sharing arrangements among serv-
ice providers to plans. The proposed changes to the Schedule
C were designed to assist plan fiduciaries in monitoring the
reasonableness of compensation service providers receive for
services and potential conflicts of interest that might affect the
quality of those services. EBSA has completed its review of
public comments on the proposed Schedule C and other
changes to the Form 5500 and expects to have a final regula-
tion and a notice of form revisions published within the next
few weeks.

We intend that the changes to the Schedule C will work in tan-
dem with our 408(b)(2) initiative. The amendment to our
408(b)(2) regulation will provide up front disclosures to plan
fiduciaries, and the Schedule C revisions will reinforce the
plan fiduciary’s obligation to understand and monitor these fee
disclosures. The Schedule C will remain a requirement for
plans with 100 or more participants, which is consistent with
long-standing Congressional direction to simplify reporting
requirements for small plans.

EBSA’s Enforcement Efforts: EBSA has devoted enforce-
ment resources to this area, seeking to detect, correct and
deter violations such as excessive fees and expenses, and fail-
ure by fiduciaries to monitor on-going fee structure arrange-
ments. Over the past nine years, we closed 354 401(k) inves-
tigations involving these issues, with monetary results of over
$64 million.
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In carrying out its enforcement responsibilities, EBSA con-
ducts civil and criminal investigations to determine whether
the provisions of ERISA or other federal laws related to
employee benefit plans have been violated. EBSA regularly
works in coordination with other federal and state enforcement
agencies, including the Department’s Office of the Inspector
General, the Internal Revenue Service, the Department of
Justice (including the Federal Bureau of Investigation), the
Securities and Exchange Commission, the PBGC, the federal
banking agencies, state insurance commissioners, and state
attorneys general.

EBSA is continuing to focus enforcement efforts on compen-
sation arrangements between pension plan sponsors and serv-
ice providers hired to assist in the investment of plan assets.
EBSA’s Consultant/Adviser Project (CAP), created in October
2006, addresses conflicts of interest and the receipt of indirect,
undisclosed compensation by pension consultants and other
investment advisers. Our investigations seek to determine
whether the receipt of such compensation violates ERISA
because the adviser or consultant used its status with respect
to a benefit plan to generate additional fees for itself or its affil-
iates. The primary focus of CAP is on the potential civil and
criminal violations arising from the receipt of indirect, undis-
closed compensation. A related objective is to determine
whether plan sponsors and fiduciaries understand the com-
pensation and fee arrangements they enter into in order to pru-
dently select, retain, and monitor pension consultants and
investment advisers. CAP will also seek to identify potential
criminal violations, such as kickbacks or fraud.

Concerns Regarding Legislative Proposals: While I am
pleased that the Department’s regulatory initiatives and the
legislative proposals introduced in Congress share the common
goal of providing increased transparency of fee and expense
information, I am concerned that legislative action could dis-
rupt the Department’s ongoing efforts to provide these impor-
tant disclosures. I am also concerned by proposals that would
mandate specific investment options  –  limiting the ability of
employers and workers together to design plans that best serve
their mutual needs  –  or that would mandate lengthy, detailed
disclosures to participants. Participants are most likely to ben-
efit from concise disclosures that allow them to meaningfully
compare the investment options in their plans. In response to
our April Request for Information, the Department received
many comments highlighting the importance of brevity and rel-
evance in disclosures to participants. The regulatory process is
well-suited to resolving the many technical issues arising as we
seek to strike the proper balance in providing participants with
cost effective, concise, meaningful information.

Conclusion

Mr. Chairman and Members of the Committee, thank you for
the opportunity to testify before you today. The Department is
committed to ensuring that plans and participants pay fair,
competitive and transparent prices for services that benefit
them – and to combating instances where fees are excessive or
hidden. We are moving as quickly as possible consistent with
the requirements of the regulatory process to complete our dis-
closure initiatives, and we believe they will improve the retire-
ment security of America’s workers, retirees and their families.
I will be pleased to answer any questions you may have.

OTS:  Personal Transactions in
Securities – Final Rule

Background

In June 2007, the Office of Thrift Supervision (OTS) adopted
an interim final rule (Interim Rule) that requires certain offi-
cers and employees of savings associations to file reports of
their personal securities transactions with the savings associa-
tion no later than thirty calendar days after the end of each cal-
endar quarter. Before OTS adopted the Interim Rule, persons
subject to the rule were required to file such reports within ten
business days after the end of each calendar quarter. The thir-
ty-calendar-day period is consistent with the filing requirement
for persons in similar positions at investment companies who
file such reports under regulations of the Securities and
Exchange Commission (SEC). The OTS is adopting a final
rule that is identical to the Interim Rule and the effective date
is November 7, 2007. 

Information

On June 1, 2007, OTS published the Interim Rule. The pre-
amble to the Interim Rule included a request for public com-
ment. The Interim Rule amended 12 CFR 551.150(a) by
changing the time period required for officers and employees
who are subject to the rule to file personal securities trading
reports with the savings association. Before OTS adopted the
Interim Rule, the affected officers and employees had been
required to file such reports with the savings association with-
in ten business days of the end of each calendar quarter. The
Interim Rule changed the ten business day period to no later
than thirty calendar days. 

OTS received two comments, from a trade association and a
savings and loan holding company, regarding the Interim Rule.
Both of the comments strongly support the Interim Rule. The
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commenters believe that it is appropriate for the time period
provided for submitting reports under section 551.150(a) to be
consistent with analogous SEC requirements. In addition, the
commenters support the rule because it reduces regulatory
burden. Having considered the comments, OTS is adopting a
final rule that is identical to the Interim Rule.

SEC:  SEC and FINRA Launch
New Initiative to Assist Chief
Compliance Officers at Broker-
Dealer Firms

Information

On October 30, 2007, the Securities and Exchange
Commission and the Financial Industry Regulatory Authority
(FINRA) today announced a new initiative to further promote
strong compliance practices at broker-dealer firms for the pro-
tection of investors.

Similar to the SEC's ongoing CCOutreach Program for invest-
ment advisers and investment company chief compliance offi-
cers, the CCOutreach BD program will help broker-dealer
chief compliance officers (CCOs) ensure effective communi-
cation about compliance risks, maintain effective compliance
controls, and foster strong compliance programs within their
firms.

“This is an opportunity for broker-dealers and their regulators
to learn from one another about how best to ensure compli-
ance with the securities laws,” said SEC Chairman
Christopher Cox.

FINRA CEO Mary L. Schapiro said, “Through its education
and training programs, FINRA devotes considerable resources
to compliance education – not just for compliance officers, but
for broker-dealers' frontline staff as well. This new
CCOutreach program will provide a unique opportunity for
compliance chiefs across the country to discuss priority topics
directly with regulators – and they can participate in shaping
the agenda for those discussions themselves.”

The SEC's Office of Compliance Inspections and
Examinations, in coordination with the Division of Market
Regulation, will sponsor the CCOutreach BD program togeth-
er with FINRA. The program will feature a National Seminar
at SEC headquarters in Washington, D.C., tentatively sched-
uled for March 2008, as well as regional compliance seminars
across the country. These meetings will provide the opportuni-
ty for open discussions on effective compliance practices and
timely compliance issues in ever-changing markets.

To ensure that the National Seminar includes the compliance
topics of most interest to broker-dealer CCOs, the SEC and
FINRA are soliciting input from CCOs on topics of interest. A
list of potential agenda items for the National Seminar may be
found on the SEC Web site at http://www.sec.gov/info/bdc-
coutreach.htm and on the FINRA Web site at
www.finra.org/bdccoutreach. Detailed information about the
National Seminar and regional seminars also will be posted on
those Web pages as it becomes available.
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First National of Nebraska, Inc.
Audit Manager, (Trust, Wealth Management, Investment Banking) 
Omaha, NE

Invest Now for a Great Future! 

Join First National of Nebraska, Inc.(FNNI) and secure your future with one of the area' s oldest, most respect-
ed financial institutions. Recently recognized as one of the “100 Best Companies for Working Mothers” (6 con-
secutive years) and by Fortune magazine as one of “America's Most Admired Companies,” our stability and growth
provide a solid foundation for your career to reach new heights! First National is recruiting for the following oppor-
tunity: 

The Trust & Investments Audit Manager is responsible for directing a designated team of four to five internal audi-
tors in the performance of assigned audits. The Trust & Investments Audit Manager is responsible for assessing
risks within assigned business units and developing an appropriate audit approach to address those risks. 

Key accountabilities for this role: 
1. Identify and evaluate risks within assigned FNNI business units and affiliates and assist Director of 

Internal Audit in developing the annual Audit Plan. 
2. Plan and manage audits of assigned FNNI business units and affiliates in conformity with 

department standards. 
3. Maintain good use of Managerial Practices in planning and managing the work of assigned staff. 
4. Build a relationship with assigned audit clients and other audit managers such that business units 

and other audit teams will seek the Manager's counsel on newly identified or anticipated processes, programs,
and development plans.

Required: 
1. Minimum of a bachelor's degree in accounting, auditing, finance or banking with at least eight to 

ten years of public and/or internal audit experience. 
2. At least three years of experience auditing the trust, broker/dealer and investment banking functions of 

financial institutions. 
3. Either a CPA, CIA, CFIRS or CTA certification. 
4. Strong administrative, oral and written communication skills. 

Desirable: 
1. Masters of Business Administration degree.

Celebrating our 150th anniversary, we offer great stability as well as compensation, benefits and 
relocation package.

Qualified applicants are encouraged to apply at www.firstnational.com and post to Requisition 27-1662. 
EOE

JOB POSTING
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Reliance Financial Corporation
Trust Audit Officer
Atlanta, Georgia

Reliance Financial Corporation has an immediate opening for a Trust Audit Officer. The individual will
be responsible for assisting in the completion of the annual audit plan designed by the general auditor
and approved by the Audit Committee. 

Reliance Financial Corporation is a privately held Atlanta-based diversified financial services and
wealth management company with more than $60 billion in assets under management and adminis-
tration. Reliance conducts business throughout the United States through its trust company (the largest
independent trust company in the country) and brokerage offices, investment advisory, corporate
finance and research subsidiaries and insurance agency offices. 

JOB RESPONSIBILITIES:
s

    

Perform risk assessments of every function of the company.
s

  

Perform audit procedures based on the results of the risk assessments.
s

  

Draft formal reports outlining recommendations for operating and efficiency improvements.
s

  

Assist in Fiduciary Examinations of certain alliance partners.
s

  

Coordinate activities with the external accountants and the regulators during their examinations.
s

  

Make presentations to and interact with executive management and members of the Board of 
Directors on a regular basis.
s

  

Attend selected industry related schools and seminars.
s

  

Be involved in high priority special projects directly related to the success of the company.
s

  

Represent the Audit Division in the general auditor’s absence.

QUALIFICATIONS:
s

  

Bachelor’s degree in accounting/ finance or a related business field.
s

  

Three or more years of trust audit or trust compliance experience.
s

  

A related professional certification, CPA, CIA, CIFRS, CTA, or the willingness and ability to obtain
such certification.
s

  

The ability to interact with all levels of management.
s

  

The ability to set priorities and work independently.
s

  

The ability to identify problems and provide solutions.
s

  

The ability to sell ideas to management.
s

  

The ability to think abstractly using quantitative and statistical concepts.
s

  

Effective communication skills, both verbal and written.

Please submit your resume to humanresources@relico.com or by fax @ 404-965-7313

EOE

JOB POSTING
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INVESCO
Audit Manager
Boston

SUMMARY DESCRIPTION: 
The Audit Manager will coordinate execution of the audit plan for their area of responsibility, as defined by the
Regional Director. The Audit Manager will perform portions of the audit work, supervise and review work per-
formed by any staff auditors or third party contractors and present audit results and recommendations to man-
agement. The Audit Manager is also responsible for providing objective assurance and consulting services by eval-
uating and improving the effectiveness of risk management control and governance processes and monitoring
compliance with existing financial and operational controls. 

PRIMARY DUTIES/RESPONSIBILITIES:
Coordinate analysis of risk in areas of assigned audit responsibility and prepare proposed internal audit plans
based on the results of the risk analysis. Schedule planned audits and coordinate planning for specific audits with
customers. Conduct planning and risk analysis for specific audits and prepare audit programs and approaches that
meet the objectives of those audits. Perform audit work and supervise the performance of work by any assigned
staff or contractors, including reviewing workpapers, documenting control weaknesses or inefficiencies and man-
aging the completion of the audit within the given timeframe. Prepare audit results and conduct exit meetings to
obtain management concurrence and responses. Prepare audit reports and clear those reports with audit cus-
tomers prior to issuance. Keep Regional Director and departmental CAO informed of audit activities. Assist in
training and development of team members by providing on the job coaching, delivering constructive and moti-
vating feedback, and participation in the performance management process. Perform other duties and special
projects as assigned by the Regional Director. Train, facilitate and consult with process owners to enable the busi-
ness to manage their Governance, Risk and Compliance (GRC) responsibilities using BWise. Actively contribute
to developing a culture of risk awareness throughout the organization. 

FORMAL EDUCATION
(minimum requirement to perform job duties): Bachelors degree in Accounting or Finance preferred. Other busi-
ness related degrees considered depending upon relevant experience. MBA a plus. 

LICENSE/REGISTRATION/CERTIFICATION 
(minimum): CPA, CA, CIA, CFIRS/CTA or CISA preferred. 

WORK EXPERIENCE:
REGULATION 9 AND TRUST EXPERIENCE ABSOLUTELY ESSENTIAL. NO CANDIDATES WILL BE
CONSIDERED WITHOUT THIS EXPERIENCE CLEARLY EVIDENT. Minimum of 5 to 8 years of audit
experience, including acting in the capacity of a supervisor. Combination of public accounting experience (prefer
Big 4) and internal auditing experience preferred. Strongly prefer experience within the asset management, secu-
rities or banking industries. SKILLS: Excellent written and verbal communication skills. Self starter. Must be able
to work without frequent direct supervision. Results-oriented. Comfortable as an individual contributor on cer-
tain assignments. Pro-active problem solver with the ability to thoroughly identify and investigate issues and deter-
mine the appropriate course of action. Work through contentious issues with customers in a non-confrontational
style. Ability to handle confidential information and communicate clearly with individuals at a wide range of lev-
els on sensitive matters. Excellent analytical skills. Excellent project management and administrative skills.
Excellent supervisory, relationship management and team building skills. Demonstrated ability to work in a
diverse, cross-functional and international environment. Comfortable with changing environment. Adaptable.
Potential for domestic and international travel of 30%. 

EOE

Please send resume along with salary requirements to NYHRResumes@Invesco.com
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INVESCO
Audit Manager
New York

SUMMARY DESCRIPTION: 
The Audit Manager will coordinate execution of the audit plan for their area of responsibility, as defined by the
Regional Director. The Audit Manager will perform portions of the audit work, supervise and review work per-
formed by any staff auditors or third party contractors and present audit results and recommendations to man-
agement. The Audit Manager is also responsible for providing objective assurance and consulting services by eval-
uating and improving the effectiveness of risk management control and governance processes and monitoring
compliance with existing financial and operational controls. 

PRIMARY DUTIES/RESPONSIBILITIES:
Coordinate analysis of risk in areas of assigned audit responsibility and prepare proposed internal audit plans
based on the results of the risk analysis. Schedule planned audits and coordinate planning for specific audits with
customers. Conduct planning and risk analysis for specific audits and prepare audit programs and approaches that
meet the objectives of those audits. Perform audit work and supervise the performance of work by any assigned
staff or contractors, including reviewing workpapers, documenting control weaknesses or inefficiencies and man-
aging the completion of the audit within the given timeframe. Prepare audit results and conduct exit meetings to
obtain management concurrence and responses. Prepare audit reports and clear those reports with audit cus-
tomers prior to issuance. Keep Regional Director and departmental CAO informed of audit activities. Assist in
training and development of team members by providing on the job coaching, delivering constructive and moti-
vating feedback, and participation in the performance management process. Perform other duties and special proj-
ects as assigned by the Regional Director. Train, facilitate and consult with process owners to enable the business
to manage their Governance, Risk and Compliance (GRC) responsibilities using BWise. Actively contribute to
developing a culture of risk awareness throughout the organization. 

FORMAL EDUCATION
(minimum requirement to perform job duties): Bachelors degree in Accounting or Finance preferred. Other busi-
ness related degrees considered depending upon relevant experience. MBA a plus. 

LICENSE/REGISTRATION/CERTIFICATION 
(minimum): CPA, CA, CIA, CFIRS/CTA or CISA preferred. 

WORK EXPERIENCE:
Minimum of 5 to 8 years of audit experience, including acting in the capacity of a supervisor. Combination of pub-
lic accounting experience (prefer Big 4) and internal auditing experience preferred. Strongly prefer experience
within the asset management, securities or banking industries. SKILLS: Excellent written and verbal communi-
cation skills. Self starter. Must be able to work without frequent direct supervision. Results-oriented. Comfortable
as an individual contributor on certain assignments. Pro-active problem solver with the ability to thoroughly iden-
tify and investigate issues and determine the appropriate course of action. Work through contentious issues with
customers in a non-confrontational style. Ability to handle confidential information and communicate clearly with
individuals at a wide range of levels on sensitive matters. Excellent analytical skills. Excellent project management
and administrative skills. Excellent supervisory, relationship management and team building skills. Demonstrated
ability to work in a diverse, cross-functional and international environment. Comfortable with changing environ-
ment. Adaptable. Potential for domestic and international travel of 30%. 

EOE

Please send resume along with salary requirements to NYHRResumes@Invesco.com
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Westwood Trust
Vice President, Trust & Investments
Dallas, Texas

New Business Development
s

   

Identify prospective clients
s

  

Develop referral source network

Client Service
s

   

Maintain ongoing relationship with clients

The candidate will be responsible for prospecting, acquiring new client relationships, and growing exist-
ing client relationships. The focus is to acquire new clients for Westwood Trust and increase assets
under management from existing clients. 

New Business Development: 
Develop external referral sources/networks to prospect for new clients, screen to identify attractive
opportunities, and lead meetings to close business. Work with team members to uncover opportunities
to expand existing client relationships. Successfully present ideas/strategies/solutions to centers of
influence, qualified prospects and existing clients.  Obtain referrals from existing clients. 

Client Service: 
Provide on-going, timely information on client performance portfolio construction, asset allocation &
topics of interest. Participate with team members to conduct meetings with clients. Target client rela-
tionships with higher revenue growth opportunity to build strategies for additional business and/or
focuses on more complex, high revenue relationships to ensure client satisfaction and preservation of
existing revenue. Serve as key resource/mentor and functional expert to team members. 

Education / Training: 
BS/BA with emphasis in Business Administration, Finance or Economics strongly preferred. Advanced
college degrees (i.e. MBA) preferred, Professional Certifications (i.e. CPA, CFP, CTFA, CFA) a plus. 

Experience: 
Ten or more years sales/client service experience in financial services industry. 

Skills And Abilities: 
Ability to generate leads, prospect for opportunities, network for introductions. Should possess highly
effective personal presentation and problem solving skills as well as broad knowledge of financial mar-
kets and wealth management strategies. Should be highly ethical, enthusiastic self-starter with organ-
ized, disciplined, well planned sales process. Appropriate working knowledge of necessary technology
and tools (e.g. Microsoft Office, CRM systems)

To apply, e-mail Nora Donnelly at ndonnelly@westwoodgroup.com and include a copy of your resume.
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Unified Trust Company, N.A.
Vice President for Compliance and Fiduciary Review
Lexington, Kentucky

Unified Trust Company, N.A., a nationally chartered trust company specializing in retirement plans and
personalized money management, is seeking qualified applicants for the Vice President for Compliance
and Fiduciary Review

FUNCTION:

The Vice President for Compliance and Fiduciary Review (“VP-CFR”) is responsible for compliance of
all laws, regulations, fiduciary best practices, fiduciary issues, ERISA regulations, advertising issues, and
business relationships as they pertain to Unified Trust Company. Essentially they will oversee the “Five
Factors” of compliance (business, fiduciary, ERISA, securities, and advertising)

The VP-CFR will advise the Board of Directors, Senior Management and Unified Trust personnel of
emerging compliance issues. The VP-CFR will consult and guide Unified Trust in the establishment of
controls to mitigate risks. They will ensure department activities run smoothly and efficiently by pro-
viding leadership, training and supervision. They will also serve as a conduit with corporate legal coun-
sel to maintain proper contractual documents, and shall serve as the Unified Trust Company spokesper-
son with legal counsel when compliance issues arise.

EDUCATION AND EXPERIENCE REQUIREMENTS:
s

    

Bachelor’s Degree required; Legal or accounting degree preferred.
s

  

Financial services experience; trust/banking fiduciary environment experience
industry preferred.
s

  

Professional certification commonly accepted among compliance professionals.
Certified Trust Auditor (CTA), Certified Trust Compliance Professional (CTCP) or
Certified Fiduciary and Investment Risk Specialist (CFIRS) designations are
preferred.
s

  

Strong ability to work with Microsoft Word, Excel, and Outlook.
s

  

Strong interpersonal, sales and relationship management skills.
s

  

Strong written, verbal and presentation skills.

Please submit resume to angela.brown@unifiedtrust.com or by fax to 859-514-6174.
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Temporary Trust Fund

Question: The bank established a money market deposit fund strictly for temporary trust funds to
sweep in and out of. The rate changes daily and is indexed to a national brokerage fund plus an addi-
tional few basis points. A question has come up as to whether this rate must be competitive with a
national brokerage firm or could it be benchmarked against a regional or in-state bank or firm’s rate?
If this were done, in all likelihood this rate could be up to 50 basis points less than a national rate.
Does your institution sweep to an in-bank fund and how is the rate established for this fund?

Response:

I would think that you would be subject to taking the broader average. You have the technology and access to higher
yielding funds and as a fiduciary you have the obligation to make the property as productive as possible relative to
client risk. My question would be, how could you defend the appearance of a conflict based on lower local rates?  I
suppose the argument could be made that the client on his/her own would only be shopping locally, however, the
client hired a professional fiduciary which implies a higher standard of conduct and service availability.

In the past, I have created similar funds and in order to avoid any question of a conflict, the rate was pegged to a
MMF that would suit the fiduciary standards of the institution. One difference, we pegged the rate based on a weekly
average in arrears. It worked for us and it passed examiner scrutiny.

As a convenience to our membership, we have added the ASK FIRMA section which is a reproduction of questions and responses posted to the
FIRMA Discussion Forum of the FIRMA website. The FIRMA Discussion Forum is a member benefit that allows FIRMA members to discreetly poll
the industry members for practices. The questions and the responses are purely voluntary and are not absolute. FIRMA makes no assertions as to the
accuracy of the responses. Names used in the Discussion Forum are pseudonyms selected by the member who posts and any similarity to actual mem-
ber names is coincidental. Please consult with your own internal or external experts on topics as responses may vary dependent upon your organiza-
tional structure and its applicable laws and regulations.

Editor’s Note: When investing in own-bank (proprietary) products you
will always need to be able to defend the appearance of a conflict of interest.
As long as your bank can defend the decision to use this as the short term
investment vehicle for the client, you are able to invest in the proprietary prod-
uct; documentation is essential. Make certain you document how your rate is
calculated and compare it to other products easily available to the trust clients,
i.e., bank savings rates; the rate of a comparable MMF commonly used by the
trust department; the rate of the MMF the proprietary product is replacing, if
applicable. Other potential issues to look out for: state disclosure rules, FDIC
insurance limits, and collateral requirements.
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By Dolores Atallo-Hazelgreen

This article is the first in a series of two taken from a publication
in our series on Risk Intelligence. The issues outlined herein will
serve as a starting point for the crucial dialog on raising your insti-
tution’s Risk Intelligence while solidifying the important role of
the chief information officer.

In a business world as fraught with new risks as it is
entwined with new technology, Chief Information
Officers (and those they report to) are increasingly aware
that IT-related problems can come at a staggering cost to
an organization’s bottom line and reputation. At the same
time, perceptive CIOs realize that simply managing tech-
nology risks – however effectively they do so – is insuffi-
cient. Rather, they understand the imperative to exploit
technology to manage risk across the entire enterprise, not
merely within the IT department.

With heightened sensitivities around the issue of risk
management, CIOs and IT professionals face both chal-
lenges and opportunities: to improve their IT depart-
ment’s risk practices; to elevate their role from low-profile
caretaker to high-value leader; and to harness the power
of technology across the organization to attain a higher
level of risk management, operational excellence, and
competitive advantage.

Grandiose goals for the IT shop? Far from it. Prescient
CIOs already realize that information technology has a

critical role to play in corporate governance, risk manage-
ment, and regulatory compliance efforts. And they know
that any organization-wide initiative should be tightly
aligned with IT projects, priorities, and processes. The
current high-risk environment provides a unique transfor-
mational opportunity for IT leaders with the vision and
ambition to grasp it.

The Anachronistic CIO

When technology was first making inroads into business,
the IT leader’s traditional job was “keeper of the infra-
structure.”  The CIO-equivalent (the title did not exist at
the time) presided over huge mainframes (and the requi-
site data punch cards), but little else.

Over time, as technology advanced into almost every
aspect of the enterprise and became indispensable to the
functioning of the organization, the CIO’s profile began to
rise.

If a single phrase could sum up the mission of technolo-
gy executives during this phase, it might be this: “Get it
done – better, faster, cheaper, and smarter.” Their job was
to support business processes and develop or deploy new
applications. But they were rarely challenged on a mana-
gerial basis – they were “techs” more than “execs.”

Likewise, their technology departments were basically
miniature software companies. If traditional CIOs were

The Risk Intelligent CIO:
Becoming a Front-Line 
IT Leader in a Risky World
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unfamiliar with business strategy, it didn’t much matter;
the executive branch didn’t understand IT either. Thus,
technology and strategy were rarely uttered in the same
breath. 
The fortunes of the CIO took another turn ten-plus years
ago with the rise of the Internet. Paradigms were being
smashed and the World Wide Web was changing every-
thing. CIOs seemed to be in a perfect position to become
a true strategic partner in the business.

But somehow the opportunity slipped away. When the
dot-com bubble burst in the first year of the 21st century,
the aura surrounding CIOs was also punctured. Product
and business organizations took over decision-making and
strategy development around new technology tools, and
CIOs once again became glorified caretakers responding
to the needs of others.

Today, CIOs are pulled in many directions: by auditors,
who want carefully documented evidence of strong IT
controls; by CFOs, who want immaculate data, com-
pressed closing cycles, and real-time information; and by
CEOs, who want information upon which to base their
strategic decisions. Adding to the stress are recent trends
in offshoring and outsourcing, which have broadened the
CIO’s responsibilities while simultaneously diminishing
oversight capabilities; the rise in end-user computing,
which has eliminated the relative safety of mainframe
computing and replaced it with more-exposed user
machines; and Sarbanes-Oxley, which has placed signifi-
cant emphasis on general computer controls and has
accelerated a shift away from manual and toward auto-
mated controls.

Dolores Atallo-Hazelgreen specializes in advising Deloitte & Touche LLP’s banking and financial services clients on risk management issues and corpo-
rate governance process transformation. She has more than 17 years experience assisting clients in customizing risk frameworks that focus on achieving
business objectives and meeting industry standards.
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One might expect that with added responsibility comes
added resources. Yet, despite all these new demands,
CIOs frequently have trouble convincing executives
about resource needs and work that needs to be done,
often because CIOs tend to frame their arguments in
technical terms. The quandary for CIOs arose, we con-
tend, because too many approached their job from a tac-
tical perspective. Too often, IT leaders failed to look
beyond the walls of IT. They frequently approached their
work from a narrow, operational-delivery, compliance-
based perspective. Activities were often project based,
focusing on, say, regulatory compliance or fraud or net-
work security, without considering the broader landscape.

Some CIOs were followers instead of leaders. Today, too
many CIOs still run their departments according to the
organizing principle: “I can do that; just give me a work
plan.” (There are, of course, notable exceptions of CIOs
who have strategic responsibilities that are fully integrat-
ed into the broader business.)

The 21st Century CIO

Today, with the negative consequences of poor risk man-
agement escalating, CIOs are once again on the front
lines. But while yesterday’s problems usually had a mon-
etary solution – companies could pay for a fix and move
on – today’s risks can’t be managed just by throwing
money at them. The blows that a company can take to its
brand and reputation (often followed by a hit to market
capitalization) can stagger even the most resilient organi-
zation. Additionally, with changes in commercial law, and
with organizations increasingly judged by negligence stan-
dards (a lower standard of proof under which defendants
pay for harm caused by their unreasonable activity),
today’s CIO faces the grim prospect of fines or even incar-
ceration for failure to live up to their expanded fiduciary
duties or to stop a crime on their watch.

Saddled with greater responsibility than ever for the deeds
(and misdeeds) of others, CIOs have no choice but to
seize the moment and reinvent themselves. The role of
“technologist” no longer suffices; today’s CIOs are under
pressure to become broad visionaries and develop risk
management skill-sets outside their traditional domain.
For CIOs who seek to become an integral part of the sen-
ior management team, opting out of this transformation is

not a choice. The new expectations regarding corporate
social responsibility and the intense regulatory environ-
ment will not allow it.
In this new world, CIOs need to understand various types
of risk: risk inside their IT operation; risks facing the
broader organization; risks in the use and deployment of
technology; and strategic risk. Of these, the last is often
the most neglected. Yet the task of leveraging technology
to enhance strategic risk taking, of using technology to
gather business information that can provide insights into
the management of strategic risks, should rank among the
most important. Often, a lack of alignment between IT
and the organization hampers the CIO’s mission. 

Today’s CIOs cannot allow that. They must establish IT
priorities, processes, and projects to fully align with the
needs and risks of the organization. CIO’s have essential
knowledge and skills to help align IT and the rest of the
organization, and to better coordinate IT assets with risk
management needs. Boards, CEOs, and CFOs cannot do
this without the CIO. Today’s CIOs need to be leaders,
not followers. In sum, they need to become “Risk
Intelligent CIOs.”

On Risk

We define risk as follows: Risk is the potential for loss or
the diminished opportunity for gain caused by factors that
can adversely affect the achievement of an organization’s
objectives. Risk comes in many guises, providing both
opportunity and peril. Poorly managed, it allows a securi-
ty breach by a hacker or a disgruntled employee, exposing
an organization to potential loss and liability. Effectively
addressed, it provides infrastructure to support, for exam-
ple, the treasury group in managing currency risk, or sup-
ports the chief audit executive by providing systems to aid
internal audit.

Risks can have various levels of impact, and different risks
can combine or interact to create new and greater risks.
For example, as shown in recent news reports, a privacy
risk (such as stolen customer databases) can quickly turn
into a reputational risk, followed by litigation risk and
financial risk, all in short order. 

Risks can be characterized as “unrewarded” or “reward-
ed.” Unrewarded risks usually bring no benefit to an
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organization. For example, risks affecting IT system avail-
ability, integrity of financial statements, and compliance
with laws and regulations generally offer no reward even
if they are properly managed. Conversely, rewarded risk-
taking can offer a benefit, sometimes substantial, to an
organization. For example, well-managed risks associated
with new technologies, products, markets, business mod-
els, alliances, and acquisitions can result in increased
profitability and market capitalization.
Risk management is not solely a technology issue; there
also exists a major people component. Behavior modifica-
tion, reward and discipline, processes and routines,
change management and training, and other personnel
issues all come into play.

Today’s increased reliance on technology has elevated
associated risks to worrisome levels. Today, the conse-
quences of disruptions are far worse and longer lasting
than in decades past. 

Similarly, increased supply chain integration, globalization
of markets, and business cycle correlation present new
risk challenges and demand better risk management prac-
tices to cope with shocks and disasters.

The Risk Intelligent Enterprise

Despite a greater-than-ever need for effective enterprise
risk management (ERM), confusion remains widespread
in the workplace. This uncertainty is evidenced in the var-
ious approaches organizations take to ERM. In many
cases, a senior executive will be nominally in charge of
overall risk management, but he or she will quickly dele-
gate responsibility and then exercise sporadic, or even
negligible, oversight. In other instances, executives will
respond reactively to new legislation, business initiatives,
or events, rather than anticipating them and their associ-
ated risks.

Complicating matters, most C-suite executives don’t real-
ly know what to expect of their IT groups in terms of man-
aging risk, even as they shift major components of risk
management execution to IT with vague instructions to
“take care of it.”

For their part, many CIOs are familiar with risk manage-
ment as it pertains to their operational and security risks.

But too many CIOs have segmented skill sets.
Responsible for running the IT system, many still focus
mainly on operational risks and data security to the exclu-
sion of broader threats. Yet the situation facing CIOs calls
for a radically different approach, because organizations
today face risks that are unprecedented in corporate his-
tory.1

The term “Risk Intelligent Enterprise” describes organiza-
tions that have attained the highest state of risk manage-
ment. Many characteristics define such enterprises, but
for the purposes of this paper, we’ll address just a few. (For
a deeper discussion, see “The Risk Intelligent Enterprise:
ERM  Done Right” and other whitepapers in the Risk
Intelligence series.2)

Bridging Silos: Risk Intelligent Enterprises not only
nurture risk expertise within their divisions, departments,
and units, but also carefully build bridges between these
risk “silos” to open lines of communication, share infor-
mation, consider risk scenarios and the interaction of
multiple risks, and gain a broader perspective on the total-
ity of risk. Part of the bridging process includes develop-
ing common risk terminology and metrics so that every-
one in the organization “speaks the same language.”

Assessing Impact: With today’s enterprises facing a
seemingly infinite number of risks, it’s impractical – if not
futile – to attempt to plan for every single one. Thus,
CIOs should focus on the finite impacts that could result
from myriad threats. A business impact analysis can help
illuminate the ways that an organization can be affected,
regardless of the cause. For example, instead of having
separate contingency plans for hurricanes, terrorist
attacks, brownouts, fire, and sabotage (infinite causes),
create a plan to address the impact of network unavail-
ability (finite impact).

Risk Taking for Reward: Risk Intelligent Enterprises
operate under a philosophy that encompasses not only
risk mitigation, but also risk taking as a means to value
creation. Risk taking for reward can assume many forms,
from strategic acquisitions to research and development
to entering new markets. Some organizations establish
shared services centers to reduce the risk of numerous
entities handling similar processes in a divergent manner;
others take it a step further and use their shared services
center as a platform to offer third-party services to other
companies, turning a cost center into a revenue center in

WINTER 2008 \\ THE FORUM

RISK CORNER

          



56

the process.

In our experience, organizations that are most effective
and efficient in managing risks to both existing assets and
to future growth will, in the long run, outperform those
that are less so. Simply put, companies make money by
taking intelligent risks and lose money by failing to man-
age risk intelligently.

The Risk Intelligent CIO

How do Risk Intelligent CIOs fit into this picture? By
thinking expansively about how to tap into the potential of
technology to intelligently manage risk. This means,
among other things, identifying the right people to man-
age risk and providing them with appropriate training. It
also involves championing a risk management philosophy
that includes intelligent risk-taking for reward as well as
risk mitigation. 

Overall, the Risk Intelligent CIO must harness technolo-
gy to embed risk management into the organization’s day-
to-day operations. Today’s enlightened CIOs work to
instill a common language to talk about risk and common
metrics to measure it. They strive to unite risk manage-
ment and monitoring initiatives across the corporate cul-
ture, instead of relying on separate processes for separate
departments or organizational silos. They work in active
partnership with other CxOs and executives in the orga-
nization’s business, risk, finance, and other functions to
accomplish all of the above through collaboration, con-
sensus building, and teamwork. 

In organizations that have established a risk committee,
the CIO can help improve the decision-making capabili-
ties of that group by providing timely access to relevant
information; by facilitating an enterprise-wide view of
risk; and by harmonizing the various risk issues the busi-
ness units are dealing with, such as regulatory compli-
ance.

The CIO’s role entails both give and take. The manner in
which the technology organization manages risk should be
consistent with the approaches established by the central
risk function. But at the same time, the CIO’s group
should provide infrastructure and support for technology
platforms to measure and monitor other risks for the
organization at large.

Of course, for today’s CIO, managing risk isn’t merely
about technology solutions – it’s about management and
leadership. CIOs have to change, either personally, by
adapting to the new realities, or institutionally, by being
retired, replaced, or redeployed. A Risk Intelligent CIO
devotes attention and resources to the following: 

s

    

the risk management processes that apply to the IT 
department – identifying, assessing, managing, and 
reporting IT-specific risks such as security, privacy, 
and business continuity
s

  

the application of technology infrastructure across the
enterprise to help other groups identify, assess, 
manage, and report their risks
s

  

playing a true executive role in understanding how it
all comes together at the enterprise level, ensuring 
that strategic risks are considered appropriately, and 
helping the board understand an enterprise’s risks and
the corresponding action plans that they need to be 
aware of.

1 Colvin, Geoffrey, “Managing in Chaos,” FORTUNE, October 2, 2006. This study of S&P 500 companies showed that overall risk levels more
than doubled between 1985 and 2006.
In 1985, only 35 percent of the S&P 500 faced high risk and highly volatile long-term earnings growth. By 2006, that number had risen to 71 per-
cent. During the same period, the number of companies enjoying low risk and volatility fell from 41 percent to 13 percent.

2 www.deloitte.com/RiskIntelligence
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EXECUTIVE DIRECTOR

Going green? We are hearing the word “green” everywhere now. Green (environmental) awareness, many feel,

is overdue but it is clearly upon us now. Corporate industry, governments, and households worldwide are

responding. Green is our future. And…FIRMA is listening. 

But, I feel there is also a critical perception issue. What does it mean to be a green organization?  What is the

organization telling its customers by this label?  How do we react to hearing the news of a green conversion?

Organizations are reawakening to do good things for the environment and get credit for it, which will result in

asking their customers to also change behavior. This is clearly a push towards re-adjustment; but this is good.

What is not good is the definitive view that green is a right or wrong issue – a viewpoint of “you are either with

us or against us”. Green is an environmental consciousness that will be embraced at every point on the pendu-

lum scale. The challenge for companies and associations like FIRMA is to share your approach, your goals, your

decisions – and to be open.

FIRMA’s approach will be much like you would expect audit, compliance, and risk management professionals

to take. We are listening, we are investigating, and we are learning from other organizations the scope of the chal-

lenge. We are also looking at the risks – or the impact – of green initiatives on our members and on the atten-

dees at FIRMA programs. We have an exhaustive national study in hand – the Convention Industry Council’s

National Green Meetings Report. This study outlines critical green considerations – from choosing only green

hotels or conference facilities, making decisions about bottled water and paper management, to streamlining

your own office and desk-place innovative procedures. It is an excellent guide. We are hearing of better green

ideas every day.

FIRMA is green aware. What is important, I feel, is for FIRMA to give reasoned study to all the ways we do

business with a view to consider a green solution whenever possible and appropriate. We would be grateful for

your ideas to help us in this green awareness as well.

Most sincerely, 

Full Page ........................$1,000
Inside cover ....................$1,200
Back cover ......................$1,200
Half Page .......................$   750
Quarter Page ..................$   500

FORUM Advertising Rates
The Publications Committee has established rates for advertising in the Firma FORUM. 
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issue of FORUM for a full year  (four ads for the price of three).
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ANNOUNCING
FIRMA in Alaska
FIRMA is delighted to announce that we will hold our first-ever 
Regional Seminar in Anchorage, Alaska:  

Date:  September 11 & 12, 2008
Site:  Hilton Anchorage
FIRMA has a block of rooms at the Hilton Anchorage at a rate of 
$149.00, single or double occupancy.  Our room block extends for
three days before and three days after the event, allowing you to

travel and enjoy Alaska adventures in conjunction with our event.

This may be a once-in-a-lifetime opportunity for you to enjoy Alaska’s 
wonders and FIRMA’s training expertise.  We hope you can join us 
for this event.  

Please go to the FIRMA website - www.thefirma.org  - for more 
information about Alaska, tour opportunities, and adventure-seeing 
offerings.  The formal agenda for this FIRMA Seminar, with featured 
speakers and topics, will be posted in mid 2008.

     


